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Ciaod YO wygy Js o (g 1S oslaiwl 1380, Ologs 51 S35 9,139,005 UM 5l (s
owl Email JLw,l sl

Paiuow b 0L, 9 daes Gusiego 5l i Gl 5>

Port Num Service Why it is phun!

7 echo Host repearts what you type

9 discard Dev/null

11 systat Lots of info on users

13 daytime Time and date at computers location

15 netstat Tremendous info on networks

19 chargen Pours out a stream of ASCII characters.

21 ftp Transfers files

23 telnet Where you log in.

25 smpt Forge email

37 time Time

39 rip Resource location

43 whois Info on hosts and networks

53 domain Nameserver

70 gopher Out-of-date info hunter

79 finger Lots of info on users

80 http Web server

110 pop Incoming email

119 nntp Usenet news groups -- forge posts, cancels

443 shttp Another web server

512 biff Mail notification

513 rlogin Remote login
who Remote who and uptime

514 shell Remote command, no password used!
syslog Remote system logging
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520 route Routing information protocol
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‘http://www.ietf.org/rfc/xxxxxxx.txt ‘
I, ow,sl b 1fc791 @ Csowsiaws Sy Mio . ougicswo |y ,ais 00 1 ol xxxxxxx sl as
S Gl 5 w90
‘http://www.ietf.org/rfc/rfc791.txt ‘

WRFC iy 9psido Caarn
+General Information
RFC1360 IAB Official Protocol Standards
RFC1340 Assigned Numbers
RFC1208 Glossary of Networking Terms
RFC1180 TCP/IP Tutorial
RFC1178 Choosing a Name for Your Computer
RFC1175 FYI on Where to Start:
A Bibliography of Inter-networking Information
RFC1173 Responsibilities of Host and Network Managers:
A Summary of the Oral Tradition of the Internet
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RFC1166 Internet Numbers

RFC1127 Perspective on the Host Requirements RFCs

RFC1123 Requirements for Internet Hosts—Application and Support
RFC1122 Requirements for Internet Hosts—Communication Layers
RFC1118 Hitchhiker"s Guide to the Internet

RFC1011 Official Internet Protocol

RFC1009 Requirements for Internet Gateways

RFC980 Protocol Document Order Information

+TCP and UDP

RFC1072 TCP Extensions for Long-Delay Paths

RFC896 Congestion Control in IP/TCP Internetworks
RFC879 TCP Maximum Segment Size and Related Topics
RFC813 Window and Acknowledgment Strategy in TCP
RFC793 Transmission Control Protocol

RFC768 User Datagram Protocol

+IP and ICMP

RFC1219 On the Assignment of Subnet Numbers

RFC1112 Host Extensions for IP Multicasting

RFC1088 Standard for the Transmission of IP Datagrams over
NetBIOS Networks

RFC950 Internet Standard Subnetting Procedure

RFC932 Subnetwork Addressing Schema

RFC922 Broadcasting Internet Datagrams in the Presence of Subnets

RFC9I9 Broadcasting Internet Datagrams

RFC886 Proposed Standard for Message Header Munging

RFC815 IP Datagram Reassembly Algorithms

RFC814 Names, Addresses, Ports, and Routes

12
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RFC792 Internet Control Message Protocol
RFC791 Internet Protocol
RFC781 Specification of the Internet Protocol (IP) Timestamp Option

+Lower Layers

RFC1236 IP to X.121 Address Mapping for DDN

RFC1220 Point-to-Point Protocol Extensions for Bridging

RFC1209 Transmission of IP Datagrams over the SMDS Service

RFC1201 Transmitting IP Traffic over ARCNET Networks

RFC1188 Proposed Standard for the Transmission of IP Datagrams
over FDDI Networks

RFC1172 Point-to-Point Protocol Initial Configuration Options

RFC1171 Point-to-Point Protocol for the Transmission of
Multiprotocol Datagrams over Point-to-Point Links

RFC1149 Standard for the Transmission of IP Datagrams on Avian
Carriers

RFC1055 Nonstandard for Transmission of IP Datagrams over
Serial Lines: SLIP

RFC1044 Internet Protocol on Network System"s HYPERchannel:
Protocol Specification

RFC1042 Standard for the Transmission of IP Datagrams over
IEEE 802 Networks

RFC1027 Using ARP to Implement Transparent Subnet Gateways

RFC903 Reverse Address Resolution Protocol

RFC895 Standard for the Transmission of IP Datagrams over
Experimental Ethernet Networks

RFC894 Standard for the Transmission of IP Datagrams over
Ethernet Networks

RFC893 Trailer Encapsulations

13




(c) ketabton.com: The Digital Library

RFC877 Standard for the Transmission of IP Datagrams over

Public Data Networks

+Bootstrapping

RFC1084 BOOTP Vendor Information Extensions
RFC951 Bootstrap Protocol

RFC906 Bootstrap Loading Using TFTP

+Domain Name System

RFC1101 DNS Encoding of Network Names and Other Types
RFC1035 Domain Names—Implementation and Specification
RFC1034 Domain Names—Concepts and Facilities

RFC1033 Domain Administrators Operations Guide

RFC1032 Domain Administrators Guide

RFC974 Mail Routing and the Domain System

RFC920 Domain Requirements

RFC799 Internet Name Domains

+File Transfer and File Access

RFC1094 NFS: Network File System Protocol Specification
RFC1068 Background File Transfer Program (BFTP)
RFC959 File Transfer Protocol

RFC949 FTP Unique-Named Store Command

RFC783 TFTP Protocol (Revision 2)

RFC775 Directory Oriented FTP Commands

+Mail
RFC1341 MIME (Multipurpose Internet Mail Extensions) Mechanisms for

Specifying and Describing the Format of Internet Message

14
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Bodies
RFC1143 Q Method of Implementing Telnet Option Negotiation
RFC1090 SMTP on X.25
RFC1056 PCMAIL: A Distributed Mail System for Personal Computers
RFC974 Mail Routing and the Domain System
RFC822 Standard for the Format of ARPA Internet Text Messages
RFC821 Simple Mail Transfer Protocol

+Routing Protocols
RFC1267 A Border Gateway Protocol 3 (BGP-3)
RFC1247 OSPF version 2
RFC1222 Advancing the NSFNET Routing Architecture
RFC1195 Use of OSI IS-IS for Routing in TCP/IP and Dual Environments
RFC1164 Application of the Border Gateway Protocol in the Internet
RFC1163 Border Gateway Protocol (BGP)
RFC1136 Administrative Domains and Routing Domains:
A Model for Routing in the Internet
RFC1074 NSFNET Backbone SPF-Based Interior Gateway Protocol
RFC1058 Routing Information Protocol
RFC911 EGP ateway under Berkeley UNIX 4.2
RFC904 Exterior Gateway Protocol Formal Specification
RFC888 STUB Exterior Gateway Protocol
RFC827 Exterior Gateway Protocol (EGP)
RFC823 DARPA Internet Gateway

+Routing Performance and Policy
RFC1254 Gateway Congestion Control Survey
RFC1246 Experience with the OSPF Protocol
RFC1245 OSPF Protocol Analysis

15
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RFC1125 Policy Requirements for Inter-Administrative Domain Routing
RFC1124 Policy Issues in Interconnecting Networks
RFC1104 Models of Policy-Based Routing

RFC1102 Policy Routing in Internet Protocols

+Terminal Access

RFC1205 Telnet 5250 Interface

RFC1198 FYI on the X Window System

RFC1184 Telnet Linemode Option

RFC1091 Telnet Terminal-Type Option

RFC1080 Telnet Remote Flow Control Option
RFC1079 Telnet Terminal Speed Option

RFC1073 Telnet Window Size Option

RFC1053 Telnet X.3 PAD Option

RFC1043 Telnet Data Entry Terminal Option: DODIIS Implementation
RFC1041 Telnet 3270 Regime Option

RFC1013 X Window System Protocol, version 11: Alpha Update
RFC946 Telnet Terminal Location Number Option
RFC933 Output Marking Telnet Option

RFC885 Telnet End of Record Option

RFC861 Telnet Extended Options: List Option
RFC860 Telnet Timing Mark Option

RFC859 Telnet Status Option

RFC858 Telnet Suppress Go Ahead Option
RFC857 Telnet Echo Option

RFC856 Telnet Binary Transmission

RFC855 Telnet Option Specifications

RFC854 Telnet Protocol Specification

RFC779 Telnet Send-Location Option

16
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RFC749
RFC736
RFC732
RFC727
RFC726
RFC698

RFC954
RFC868
RFC867
RFC866
RFC865
RFC864
RFC863
RFC862

Telnet SUPDUP-Output Option

Telnet SUPDUP Option

Telnet Data Entry Terminal Option

Telnet Logout Option

Remote Controlled Transmission and Echoing Telnet Option

Telnet Extended ASCII Option

+Other Applications
RFC1196 Finger User Information Protocol
RFC1179 Line Printer Daemon Protocol
RFC1129 Internet Time Synchronization: The Network Time Protocol
RFC1119 Network Time Protocol (version 2) Specification
and Implementation
RFC1057 RPC: Remote Procedure Call Protocol Specification: Version 2
RFC1014 XDR: External Data Representation Standard

NICNAME/WHOIS

Time Protocol

Daytime Protocol

Active Users

Quote of the Day Protocol,
Character Generator Protocol
Discard Protocol

Echo Protocol

Network Management

RFC1271 Remote Network Monitoring Management Information Base
RFC1253 OSPE version 2: Management Information Base

RFC1243 Appletalk Management Information Base

RFC1239 Reassignment of Experimental MIBs to Standard MIBs

17
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RFC1238 CLNS MIB for Use with Connectionless Network Protocol (ISO
8473) and End System to Intermediate System (ISO 9542)

RFC1233 Definitions of Managed Objects for the DS3 Interface Type

RFC1232 Definitions of Managed Objects for the DS1 Interface Type

RFC1231 IEEE 802.5 Token Ring MIB

RFC1230 IEEE 802.4 Token Bus MIB

RFC1229 Extensions to the Generic-Interface MIB

RFC1228 SNMP-DPI: Simple Network Management Protocol Distributed
Program Interface

RFC1227 SNMP MUX protocol and MIB

RFC1224 Techniques for Managing Asynchronously Generated Alerts

RFC1215 Convention for Defining Traps for Use with the SNMP

RFC1214 OSI Internet Management: Management Information Base

RFC1213 Management Information Base for Network Management of
TCP/IP-based Internets: MiB-II

RFC1212 Concise MIB Definitions

RFC1187 Bulk Table Retrieval with the SNMP

RFC1157 Simple Network Management Protocol (SNMP)

RFC1156 Management Information Base for Network Management of
TCP/IP-based Internets

RFC1155 Structure and Identification of Management Information for
TCP/IP-Based Internets

RFC1147 FYI on a Network Management Tool Catalog: Tools for
Monitoring
and Debugging TCP/IP Internets and Interconnected Devices

RFC1089 SNMP over Ethernet

+Tunneling

RFC1241 Scheme for an Internet Encapsulation Protocol: Version 1

18
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RFC1234 Tunneling IPX Traffic through IP Networks

RFC1088 Standard for the Transmission of IP Datagrams over
NetBIOS Networks

RFC1002 Protocol Standard for a NetBIOS Service on a TCP/UDP
Transport: Detailed Specifications

RFC1001 Protocol Standard for a NetBIOS Service on a TCP/UDP
Transport: Concepts and Methods

+0SI

RFC1240 OSI Connectionless Transport Services on Top of UDP:
Version 1

RFC1237 Guidelines for OSI NSAP Allocation in the Internet

RFC1169 Explaining the Role of GOSIP

+Security

RFC1244 Site Security Handbook

RFC1115 Privacy Enhancement for Internet Electronic Mail:
Part III Algorithms, Modes, and Identifiers [Draft]

RFC1114 Privacy Enhancement for Internet Electronic Mail:
Part II Certificate-Based Key Management [Draft]

RFC1113 Privacy Enhancement for Internet Electronic Mail: Part I—
Message Encipherment and Authentication Procedures [Draft]

RFC1108 Security Options for the Internet Protocol

+Miscellaneous
RFC1251 Who'"s Who in the Internet: Biographies of
IAB, IESG, and IRSG Members
RFC1207 FYI on Questions and Answers: Answers to Commonly

Asked "Experienced Internet User

19
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RFC1206 FYI on Questions and Answers: Answers to Commonly

Asked "New Internet User" Questions

20
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€ > Command Prompt

35S padles oslaiwl 9359 (Uloyd k) Command Prompt ;1 eaul Sdguys 51 S)lows >

2 S |y sy Sl 5l Sy Ol wsS 5L sy

1S (b 5909 5> b 5w <)
Start > Programs > Accessories > Command Prompt

cmd L, command :aowugs RUn couwd > -Y

(80w I ULS 1aw) Ol (s yisa] Gl Giswni s U Culw 5 ip US,S o

rawd (salizxo Slpig, LIS Gul Sl

535900 oaly Caoowd > Lauds ,Lad |, Enter ¢ 3uS b |, ww,sl Internet Explorer (IE) s -)
Ll awilgicswo 9 dguiscsw 03y Giuglos ip (sdligS wao Sl adax) x> 51 yuy Status Bar susy
@S U ) 1ySs owSe axas 5l wilgicso cowl obsS Hlows wao ol Job 31 oS codlss
Ll Ctrl+V SoS @ (s axbsn So 0s,S 5U 5l ass 5SW8LS l38L0,0 Sy s 9 ( Print Screen
(-; Slaslaos o) e ] .auS sadliw

L pud> plxsl www.yahoo.com sl |, LIS ¢l 31

|
8 Connecting to site 64,55.76,229

start ||| A @& P B || £1a. ¢

.Zowl Www.yahoo.com sl ip o,lecs Uled aS
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:3.S 5l command prompt s |, ping Jgiws -Y
ping domain
9 Sys sux Sy ping slol LIS andl) LeuS aasMo |y cylw Ol ip pilsicsw wdls> ol s
L paangi oo Gbw 1P US,S o Sy Wio . (owS sw 03lasiwlsgw sl ousls asS aliuwo
ping sazin.com
Lpgisw wlg> 9

Pinging sazin.com [63.148.227.65] with 32 bytes of data:

Reply from 63.148.227.65: bytes=32 time=821ms TTL=111
Reply from 63.148.227.65: bytes=32 time=821ms TTL=111
Reply from 63.148.227.65: bytes=32 time=822ms TTL=111
Reply from 63.148.227.65: bytes=32 time=811ms TTL=111

Ping statistics for 63.148.227.65:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 811ms, Maximum = 822ms, Average = 818ms

owl YNV EA YTV, 10 Guslw P aS o9 sw aba>Mo
aidl cowl Vlod Ulg> (LS H3lo www.sazin.com s,y sazin.com sl>a, |, ping jeiws S|

Sy dlgs wglaie Jols Sloulyg> S, Slaculw sl

SidolS | gl lasy wccwl ol Slacylw (vasy a0 0SS WhOis g, GuidelS 9 Sass g, -T
130S <l 595 555950 55 1y s pudl eS s 9, Uiniig, Med (s 3 w0 Zdss

‘http: [/ /www.samspade.org/t/ipwhois?a=>xxxxx
20U L 505 ool 9 5l Sy sazin.com sl Mo ausS i 1) b 5,00 Gyl Xxxxxx slsay as
5,5 b

‘http://www.samspade.org/t/ipwhois?a=sazin.com
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http://www.samspade.org/t/ipwhois?a=www.sazin.com
w55 Wi W debsw Lol axas 5> aS S
whois -h magic 63.148.227.65

sazin.com resolves to 63.148.227.65

Trying whois -h whois.arin.net 63.148.227.65

Qwest Communications NET-QWEST-BLKS-2 (NET-63-144-0-0-1)
63.144.0.0 - 63.151.255.255

Neutron Digital Media Corp. QWST-63-148-224 (NET-63-148-224-0-1)
63.148.224.0 - 63.148.231.255

# ARIN Whois database, last updated 2002-09-04 19:05

# Enter ? for additional hints on searching ARIN"s Whois database.

wowl 0300 5S35 095 9 Jol Llaw 5> ip U.u)bT as

soiarcsno |y 05 aulis peads plzl Yahoo S50 culw Sy | 53T g, 95 S|

: ping ywg, <--

12,0A,V1,YYA <==== www.yahoo.com
T,YIA, V), VAN <==== yahoo.com

: whois g, <--

TLYIA VLA <==== www.yahoo.com g...
TL,Y YA VY, 1AA <==== yahoo.com g 71£,0A,VQ,YY+

oS 03laiwl Whois 5l caowl jips > aS cowl Ol SLsS Jols zuli
ip SWyw,dl Sy pasuniti

oudd w0 &b | Lol aS ,ls (sdoe 5,5,8 (C,B,A Csuisy) Jsl
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Joli [ sulaip plos GuMS ol (3uSy Shi 55 XXX.YYY.YYY.YYY Cysod | ip ,S1 A (S -)
5 9 owl (sl S, sla backbone o559 GwMS Gul cowl YYE L) G XXX aS dgubsw
uldip G aeubw L3S Gululy e oslaiwl Wil 5l ip i8,3 sl domain wuw pKis

9SS oo od /A L GwMS ol i)l

oo MS ol ccewl 1Y g YTA o XXX aS sguicswe Joli | suldip plod GwMS ol 1B GwMS -Y

.Xuggdbjx&/\'\ |) U.u\ls UJ| ol >).;)l5)_4_ gSLQU.u\lS Q.Lo.>)|,o.®

ool ol TYY 5 1Y L XXX @S souiisw Jobiis |, Sip olos GwMS ol ol 1C WS -T
Olaiz alos ol) sySese alsi aidseso @l dial-up wloss aS (suls ISP @ Vgoso LuS
ol DS w P Gaix (gt Juaie wosiil @ dial-up wisods ST Gulls (i A

AissS s pd [YE |, GuMS
Jolis LYYV sae B s @ g A (S 55 @ L xxX aS owl oul Mlisw Giuw @S (sJlgw
YTV, ¢, ¢, Mo ccowl 0aui 955, Ulodgs iguwolS Sy YTV aS wowl ol wls> Sogiswu

Wlosg> (susy localhost (susy Vgoso
G| @ JLail jl ass UUsgs ip U 9l uwday
3515 39>9 (suglaio Sleal, Sl sl

ooy o aulo 4 Ol Us,S b b o wcwl ipconfig Heiws 5l oslaiwl ol Guyicusl, -)

Windows 2000 IP Configuration

PPP adapter neda:

Connection-specific DNS Suffix . :

IP Address. . ... ....... : 217.66.198.116
SubnetMask . .......... : 255.255.255.255
Default Gateway . ........:217.66.198.116

24




(c) ketabton.com: The Digital Library

command > |, netstat -n ,giw> a2 9 A4S UL axen S PS> ol 4 Jlail 5l oy -Y
oo o5 aul @ giws oul b b oo .S i prompt

Active Connections

Proto Local Address Foreign Address State

TCP 217.66.198.116:2469 64.58.76.177:80 ESTABLISHED
TCP 217.66.198.116:2471 66.163.175.130:80 ESTABLISHED
TCP 217.66.198.116:2473 212.73.194.143:80 ESTABLISHED
TCP 217.66.198.116:2474 212.73.194.143:80 ESTABLISHED
TCP 217.66.198.116:2476 212.73.194.136:80 SYN_SENT

Ol 53 oo P lwly waowl Jlail Ol s oo ip !> L8 Local Address wolie 45 aS Csigiow

wowl 0390 IV, TV AANN T JLasl

yahoo messenger U chat pl5id Jslio O ,b ip Us,S law
S i LS aZys OV oani (soudd g, ol 1AEST
9 305 ol @ dial-up Wie Jlail S loww Jio aS (sawS Wio winMS & 0,05 pudlgs>sw
5,5 wleMbl uwS (S sw chat loew U s)ls Loyd
b Ugipy plg>cso aud> ool 5> wcowsl Ip gl @S Wb aS Slass Gudgl pd )90 ol >
Jugicse Syghaz (S e PM wjse 4 Yahoo messenger &ub sl e a4y b (sidg as e
bsd aS piS sw U2y 5w IS i LIS B g, ol a8 38 azei Wb adl oS Ty o) Gl ip
S wxr als Lo Sy L
S b 1) 5oy Sl jgiws 5l Sy

netstat -n

netstat

L ol yigasolS ol Wlgicso o8 95 seiws 9 cwl Jlio Byb ip LSS oy Shy (ol Hesws
A8 ulbiw low sl

e 5 aulo 9 03,5 b |, netstat -n ,giws oo

Active Connections
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Proto Local Address Foreign Address State

TCP 195.219.176.126:1296 66.163.173.77:5050 ESTABLISHED
TCP 195.219.176.126:1341 66.218.75.149:80 LAST_ACK
TCP 195.219.176.126:1325 212.234.112.74:5101 SYN_SENT

Foreign |, Local Address ;> aS 1uSisw by | S)lbw aS cowl il auSsw as s,18 gl
5 L vcwlo b 5,00 shw o351 shw Jbo ol 5> il @als 0) ) wygs ol Address
Local Address wgiw > LS aidl .cowl 01 +) Ul wyg 3] Jaw 5l Foreign Address wgiw
Foreign Address ugiiw ;| |, Jlio B8,b ip «u3,S o b soiw Ol (sadg 25,5 swi (58,8 39 od
ol TIT,YTENTVE Lilio ,b ip Jbio ol 55 wosiScsw 1w sl 0los 5|

Lol w0 5 2wl U e3,S sw osleiwl netstat | . netstat -n sl>a, 3

Active Connections

Proto Local Address Foreign Address State

TCP  artawill...:1296 ¢s55.msg.sc5.yahoo.com:5050 ESTABLISHED
TCP artawill...: 1298 dI3.yahoo.com:http TIME_WAIT

TCP artawill...: 1325 Majid:5101 SYN_SENT

Shw Ulod 3,90 5 9 Mloas Juas (swouwl Sld Usleo a4 d ip aod aS aulo8 50 aa>Mo

dial Jlao b a8 il 5 aral) desicss | 5,9 yiomolS ol Llio b,b ip Sl ay 451
(S0 B8 auad auwls up

LS o ol | netstat -n giws 0,Lg> 9 .3 s Wlol pd 55 pM K aS auS U9 V>
teieso s aulo V>

Active Connections

Proto Local Address Foreign Address State
TCP 195.219.176.126:1296 66.163.173.77:5050 ESTABLISHED
TCP 195.219.176.126:1344 64.58.77.197:80 ESTABLISHED
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TCP 195.219.176.126:5101 212.234.112.74:3735 ESTABLISHED
TCP 195.219.176.126:5101 194.225.184.95:1460 ESTABLISHED
@ bgiye TIT,TYE N IT,VE aS pilseso s> 8 il 0141 @yg Shls aS ,ls Llaww bgs GV

ol (sw0gs PM @ bgso 195, YY0,1AL,90 Gay g (sud 585
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€ Cunn> Whois

5 wleMbl cawsS ulod Whois 1 o jghhio Med (sJg sls a1 Ulgi swos Whois Sl (oIS s
(loass Luwl ip @ domain Lo sl whois 5l (swols £95 b W) cowl el S 5,90

W) domain <G b g ip o)locis S5 5590 5> wleMbl oS pds pll pdlg> 5w 39,0l aS )8
So 4 sdsba 9 00 Jog iyl @ b oleMbl ul cowS Sl el pols (irib.com
Ll 51 1, oleMbl g oo Juaio ayls |, ..., domain v asdsy aS pols Slacyle Spw
A0l [ by ol 0309 (uleMbl sSlassL) database jols Slaculbw cul osS wowlgs)s
50,8 Ulgicsw | 5y Sug, eglbw 51 wleMbl (ol couwsS sl

Pl @ Sygiws eloss Jog wisiil 4 puSeid b puSiisy Jole piuw b Sl SH -)
59>9 W Jolepimmw ool Shy aS swols Se,l38L0,0 5l awlgicsw b g .55l 359>9 sl ;> whois
599 59449 > Lgiwd Ll 9 wwl j9aug Sy, Lz Med (g L auS eslaiwl ( Xwhois Jio) 0>
Syl

whois & gy Sagy @ aS) s,ls 39>9 Sl Sa,l8le,0 5939 Ly WSS whois sl -Y
SamSpade g Netscan tools 138105 oul Gerisspino 5l ((sls pdles> sL C Ol s | Jawgio
g Ll LIS ool 0lds U idian Lo b piSisw ski B y0 Mad o Ll 51 (g ol

L gz ool @S cowl uldcubw 5l oslaiwl oupiso LB @ awd> ul 1> b aS (g, -T

DD d o ,ol.z:| o gS|).g

D, d9>9 wwldwwlw a> > whois s datebase
Sl a6l ewigerin aS a5l | oesls ul eulw ;1 sl slass
whois.internic.net (The InterNIC)
whois.onlinenic.com (The OnLineNIC)
whois.arin.net (American Registry for Internet Numbers)
whois.ripe.net (European IP Address Allocations)
whois.apnic.net (European IP Address Allocations)

whois.nic.mil (US Military)
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whois.nic.gov (US Government)
uwl org, net, com sl domain v wwlbw w)isepwiio ol oulsl
5 aSiuyl Sly g wdssw plil |, domain o Joe (salizeo Slaculw 0590l aS 3uS axgs
wleMbl LU oS oS suleMbl (s,ls yols domain S g8lg > aS) Lols wulbw S, 5)90
Gl (sSiio LS ul L 9 caowl o3l plxl |, domain v aS eunSs siplw Ol 5l 1) adbgsyo
L, L5 il &S pwiSsw oslaiwl ,30s wbdculw 5l (VU Slacubw 3¢5 5l oslaiwl Sl
S sw bol seubw 5l L vlasleMbl culps 5 beubw Ol 395) JuS o yioslw o Sy
JSiwe pd 5L v wlxbo puix sl @S cowl S5 g3V Lol bowly puss Sy bad o
w5 eyl oleMbl oS Sy oo BMe 5,50 cylw (cows
http:/ /www.samspade.org/t/whois?a=>000xxxxx
595 55,050 5 L adlols Gwydl 9 puaugicse Lol ip U 9 culw Gwysl XXoxxxxx Sley as
a9 w0 0,9y Cawday (suleMbl sazin.com culw 3,80 55 pdlezs S| Mio . owiw s
http://www.samspade.org/t/whois?a=sazin.com
sl Cows 4 j wleMbl g
sazin.com is registered with BULKREGISTER.COM, INC. - redirecting

to whois.bulkregister.com

whois -h whois.bulkregister.com sazin.com

The data in Bulkregister.com"s WHOIS .........c.cooovvevnnnnn. (deleted)
SazinNetWork

2nd.Floor,Bldg#116,Mollasadra Ave.

Tehran, TEH 14358

IR

Domain Name: SAZIN.COM

Administrative Contact:
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Mohammad Hajati mjhajati@hotmail.com
Sazin Rasaneh Co.
4th.Floor,Bldg.339,Mirdamad Ave.
Tehran, TEH 19696
IR
Phone: +98 21 8787064
Fax: +98 21 8789841

Technical Contact:
Mohammad Hajati mjhajati@hotmail.com
Sazin Rasaneh Co.
4th.Floor,Bldg.339,Mirdamad Ave.
Tehran, TEH 19696
IR
Phone: +98 21 8787064
Fax: +98 21 8789841

Record updated on 2002-03-02 05:47:36

Record created on 1999-05-10

Record expires on 2007-05-10

Database last updated on 2002-09-15 08:58:02 EST

Domain servers in listed order:

DNS.SAZIN.COM 80.78.134.221
S1.SAZIN.COM 63.148.227.63
S2.SAZIN.COM 63.148.227.64

39l Cowsay Ulgicsw (ab oul 4 L culw oul 3590 55 Sl wleMbl aS auS e ab>Mo
aidl ... 9 cowl 03> plxil |, s LIS Admin Olgicay aS (suazeio « ISP Gl 5,90, (sileMbl

ol (swbad b, bl UT,o.é_wg Lo 3,90 5 Ulgiswos od 5L
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5 Jbo ¢l 5> as) Domain servers L DNS Servers woowd s |, wleMbl yyi0po 51 Solas
SoS @ aS pSisw Med (g sls pdle> puogi Wuw,sl (ul 3,90 55 ey aswswe (5,05 L8 31
U|9.u_sv:> nslookup oL a SHgiwd SoS @ ,o,gb)gT Cowd ):>-T ) as dw)bi A paod

S s 3L Sxgiyau aS 3 9l cowsay Syl U oleMbl

whois ueow aolbl

Sy >0 L, wleMbl uwsS) dns whois G .05,S wu=o dns whois g ip whois 5,90 ;> W8
p30w aolsl g, (Uols> domain

Sy Sl aS aslsisw (il 05,5 w9, Whois ¢l S31 .05, esleiwl SamSpade wulw i
aols Shls aS cowl suldeylew Ol o .ads0s wls> (& (ails) domain 51 ,w
i dF 4 aS weS Lb ol wldhse> Sbaisls 380 55 caiiws Olyl Mo (suldle>
S swu LS SamSpade wulw whois s aS )5 Jle .( neda.net.ir Mio ) g swo
5 ash wloaiw wo internic.net )> aS auwd .org , .net , .com Slaaols ;I Sslass
aS suld domain v Guw Jlw x> .( sanjesh.org Wis ) wloass wus domainpeople.com
o sbaiul 5505 OV (WJg sgs internic.net a Laiso (Aisgs OFg, Net, com og,3 >

£9i 5l aS cowl domain ul g9 @ a>gi (auds plesl LU ws,S Whois Sy LU s aS 8

s asS oslaiwl 5y Seulw 5l ol Ol 5l A . 9 Cowl biz b cowl ir b cowl com

:internic.net -\

museum , int , info , coop , biz , arpa, aero <l .wowl sJle edu , org , net, com sl
Do oslaiwl Wlgi sw pd

Lowsiuwo Jwlgicsw U http://www.internic.net/whois.html ;| cewl w,le abgyo w9 axsn
P Aaigis 555950 >

Sba as whois_nic=xxxxxxxx&http://www.internic.net/cgi/whois?type=domain

far30.com :acwugin 240 Mo XXXXXXXX

: nic.ir -Y
Sgaicsw oslawl i sy

http://whois.nic.ir/ ;| cwl w,le abgs 0 Wy axsn
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D www.tv -Y

uwl (sJle cc, info, biz, tv sl

a9 5S 5950 > lowdsiws Algi s b http:/www.tv/ 5l cowl w,lic alogs o Wy axan
tld=zzzz&http://www .tv/en-def-8e33e8ct5e3c/cgi-bin/whois.cgi?domain=yyyyyy

b 2227 SI> @, 9 hack g 1L YYYYY Sl> a4 0sS whois |, hack.tv s ewdlgxs ,S1 as

tv auwngi

: domainpeople.com -¥
.wl Jle info, org , net, com, name , biz sl

http://whois.domainpeople.com/ ;| cwl w)le abg) 0 g axsn

aS Cowl Ul wle .ol Syuiwe Y g ) )y org, net, com aulo,d sw abhs>Mo aS ghilosd
aS WS i (59,9 W3S Whois Sl (s Bgiso wud wolex > Bvasy 9 (sl > B asy

QS s Whgtlw 95 5 Ve (sw,le> b oS eslaiwl (sJgl 5 Loois

nslookup ;l osluisw! $SigS>

H9iwd SoS @ (( whois (i,b 1) euil 05,91 cowsay |, culw S, DNS Server aS _sudg

@ Heiws ol eslaiwl ady,b 5,8 lay culw Ol 5590 55 s8lol (sileMbl Ulgicswo Nslookup

ol 50y woge

Cowddy suleMbl (far30.com) esg3> wylw Domain Server 1 odlgs> o o aS 3uS (5,9

:>,|> Server DNS |, Name Server Ugs aS ouimcswo oiS Whois wylw ol @ )31 . 0,l
sl.sazin.com

s2.sazin.com

ouS 9y palgicsw 9 p,ls |, com.far30 a, bgs e DNS Server su,sl ,5s V>

oS sw >l 9 asisings prompt command s |, nslookup jgiws -\
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C:\>nslookup
o ) auli o
*** Can"t find server name for address 192.168.20.3: Non-exi...
*** Can"t find server name for address 192.168.20.1: Non-exi...
*** Default servers are not available
Default Server: UnKnown

Address: 192.168.20.3

>

AS ol ) olgiows dlgicswe locis (sues < woMe

oS sw wl b 5o seiws > wolMe Sgl> s -Y
> server dns_server
Clw Shy Gy ooungis 1) his,g0 culw DNS Server Guysl 3,U dns_server sls a, as

139 sw far30.com

> server sl.sazin.com

Lpgixis s wlg> o

Default Server: sl.sazin.com

Address: 63.148.227.63

DNS 5l ssilgicso 5w 9 S b | seiws ol 0,L9> Wb asSiso Uas play al>so ol 5> S

oS oslaiwl « o9l cowsa, far30.com sl whois s aS swgs Server

S b b s giows -V
‘> set type=any ‘

oslise Cowsay | wleMbl 5 Hgiws SoS @ Vs -¥

‘> Is-d site_name. ‘

139w sw far30.com sl as

‘>Is -d far30.com. ‘
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Sysb il cewl Jip pd oo plasliS (dot) abs o culw oewl Sl a2y aS 2uS wds
9o Jol> 505 aulo g
[sl.sazin.com]

far30.com. SOA sl.sazin.com admin.sazin.com.

(2002070412 3600 600 86400 3600)

far30.com. A 63.148.227.65
far30.com. NS sl.sazin.com
far30.com. NS s2.sazin.com
far30.com. MX 10 mail.far30.com
far30.com. MX 15 far30.com

CNAME far30.com ftp

mail A 63.148.227.65
WWW CNAME far30.com
far30.com. SOA sl.sazin.com admin.sazin.com.

(2002070412 3600 600 86400 3600)

>

oleMbl pa ) gbpuesd il 5l ae (s 3,5 palys cumo Lol SHSH 3,8 3,90 55 lasy
..U)|> ._s\:z.'o|9
pugiso 2, nslookup 5l g 05,5 wub > Jiles | exit jgiws -0

> pll neda.net.ir culw 3,80 55 1) LS Guod o Shy loow

34




(c) ketabton.com: The Digital Library

Sl UDP g TCP

3,5 Saupumudi sblizo SlaayV @, Ulgicsw 39, 00 S (sl bls,l sl as TCP/IP Jaw
Joliv 595 aS wwl host2host bls)l aV (aV ool 51 S bl (esiswo guogi yiviw lasy as
: UDP g TCP Slpob av el JSig,0 9

: TCP (Transmission Control Protocol) -\

woauxo UDP @ s Syiogo JSigyn Vool 9 ol Lisleicl 6 o ised JSig, ol
Sl pd 1) Uas S gldaiwn (il oublsi JSigs ol ->eiviso

: User Datagram Protocol) UDP) -Y

owl TCP ey asuwlg s)lg0 5l (sdus 55 9 cowl 0aui s>Lb overflow juslS sy JSigu ol
ol paiSiso Hh8y blosl 305 SisolS Sy So, s wigr S L sidg aS ol ul ppo S5
il L ol SignelS Sy pudle>se (5i89 Galliy Ll UDP L TCP ggi 5l wilgicswe bl

390 (o MU 93,8 puiS sownr BOy

il o)lown Sy il DW,90 Sy punnnsiti
RS o dl VR FYCTY VI

L g oslawl pols pugrw Su Sy plaS,8 Vooso o diwd WDW)e GLispino
loss ol Jud wlud> s ba,gy oul 5l Salass

: £210) U ) oTE SWw,g -T

L aS (sidy aSly sisomn baiye (siiyinl Sadpwg,w 5l Szud U lazin a)g, 5l Srw ol
513900, «( Netscape Navigator L Internet Explore Jio)wi il 53,050 diilo aSoi [l S5
Cute-FTP L WS-FTP Jio) FTP sla,l3910, «( Edura L Outlook Jio) E-mail wal,s ¢ JLw,)l
e a=gi b) s b bli,l Sy g 0o 5L random wigo @y e il 5l Sy S LS (
JLw,l esls g oacw 5580 (Cewl 1YY U » Slaw,g 5l Sy aS add s aS (s il g w
Sl s o ©ogr 9 ol ol Sl 5l Sy lowi wigr us L digube 8L, 9

39S s od ol register slaw gy |, Bw,e) Syw oul.oswVU Slaw,gy

35



(c) ketabton.com: The Digital Library

S g )w S pw Sy Sl LBJT awlbwl 5,0,8 g s oslaiwl Wy o, 51 Syw ol
ol aadl ol (wowl JiguolS Us)S Hack sl as) Wtrojan lowgi b g wowl (saouml ol
Linod BSIuomwds Gl 9 LS sw oslaiwl pd ¥ ws, Slaw,g 5l By 20 Slatrojan ;i

Y+YE SV 9 VY& 5 aiwdgd @ |) L&u)y Q\&lg aS cowl wle OAODU 9 Caund )|)§)._J

Sulsgys Ly uSisws LUlsgy 590 5> i aud YU SGd 50 9 j9p0l pusd S wds

Ao AdlgS e 393 S > aS 15ls o0 G WHgs S w Sy pd 03 sl

Service or Application

Ports TCP/UDP
7 tcp
11 tcp
19 tcp
21 tcp
22 tcp
23 tcp
25 tcp
42 tcp
43 tcp
49 udp
53 udp
53 tcp
66 tcp
69 udp
79 tcp

echo

systat

chargen

ftp-data

ssh

telnet

smtp
nameserver

whois
tacacs
dns-lookup
dns-zone
oracle-sglnet
tftp

finger
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80

81

88

109
110
111
118
119
135
139
143
161
162
179
256
389
396
407
443
445
445
500
513
513
514
514
515
515
520

tcp
tcp
tcp
tep
tcp
tcp
tcp
tcp
tcp
tep
tcp
udp
udp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
udp
udp
tcp
udp
tcp
udp
tcp
udp
udp

http
alternative for http
kerberos or alternative for http
pop2
pop3
sunrpc
sqlserv
nntp
ntrpc-or-dec
netbios
imap
snmp
snmp-trap
bgp
snmp-checkpoint
Idap
netware-ip
timbuktu
https/ssl
ms-smb-alternate
ms-smb-alternate
ipsec-internet-key-exchange (ike)
rlogin
rwho
rshell
syslog
printer
printer

router
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524

799

1080
1313
1352
1433
1494
1498
1524
1525
1527
1723
1745
2000
2001
2049
2301
2447
2998
3268
3268
3300
3306
3351
3389
4001
4045
5631
5800

tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
udp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp

netware-ncp
remotely possible
socks
bmc-patrol-db
notes

ms-sql

citrix
sybase-sql-anywhere
ingres-lock
oracle-srv

oracle-tli

pptp
winsock-proxy
remotely-anywhere
cisco-mgmt

nfs

compaqg-web
openview

realsecure

ms-active-dir-global-catalog

ms-active-dir-global-catalog

bmc-patrol-agent
mysq|

ssql

ms-termserv
cisco-mgmt
nfs-lockd
pcanywhere

vnc
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6000 tcp xwindows
6001 tcp cisco-mgmt
6549 tcp apc

6667 tcp irc

8000 tcp web

8001 tcp web

8002 tcp web

8080 tcp web

9001 tcp cisco-xremote
12345 tcp netbus
26000 tcp quake

31337 udp backorifice
32771 tcp rpc-solaris
32780 udp snmp-solaris
43188 tcp reachout

65301 tcp pcanywhere-def

SpwiS Telnet U,9; S U AgS>
Vgozo aidl) .auS Telnet wygy Ol @y b odgus (g loos Sy w9y S 5,SMoe asiyl sl
VA wyer Jio s 5158 a,Sa Ll )y 1) epe wsileMbl wowl (Sow aS |, suldw,gs 5l Solass
prompt command > ws,S telnet by (sguin 58, Bl il b bl 9 cowl diuw Vooso
1S b ) us sesws
telnet hostname portnum
porthnum Sl>a, g auSsw 3lg |, wulw oU b 9 ip o,lows hostname sSloay jgiws oul >
L, 2wl 9 caclw aS Y wyg 4 0s,S wuli Sly Mie .Jga> 5l O Usleo b 9 wyes 0,locis
F Awgicso WWW.IUMS.AC.IT powl @ S,59.00(8 )5 Add w0 Camwd
telnet iums.ac.ir 13
telnet iums.ac.ir daytime

Aidaud od Usleo wlhygiows ol 95 ,a
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by cadsise bl colw S 03,8 S Sly S8 S @S ol S8 el Yooso 0s,S cuils
w0go sl wleMbl Sol> Vgaso g Ol Sy, s Ay wigo 5> WL Sl as
wili UgSUSS Slaw,gs 9 wlixo SlasignolS @ (sBly LS Sy Jio 9 1S £9,ub VYl Grod

S
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Scanning glgJl

15,15 59>9 Scanning Jgoso £95 9>

: Port Scanning -\

w0 plaS aS pwln pudlegssw Vs g pulos,S lxil | s 5,60 SWBIP L IP bo el ¢l >
owl 5U W yigaelS Ul g,

: IP Scanning -Y

down eliS ¢ up elaS ¢ ip acgozxo S Gw 5l S pwly pudles o SuSewl ul >
Gy ool 5> HigaolS @) a4 (suey) diiwd sewyiowd B OVl b ip elaS e oD
Adlg>sw 9 A | Lols ISP S @y bgy o IP Syw S lowis aS auS (o580 (Taowl oacw osls
o ) L aod g auS o b il bss U aiiowa (up) Jled aplaS abs) oyl 5> aS il

(il oS > o ppo 9 IS Sd wiMS cowl 518 aS Llisw Giuw 890 Ygoso 1S

U b awl 5L )90 UM pwoSs as dguisw ,1,9,0 TCP bli)l ) 9S>

TCP connect S, LU Vooso (i b wwl 5U j9,0w S Sg) Whgr S aS oS s aSil Sl
TCP g9 b Med aS >,l> wlixo glgil Port Scanning aS o3, |, ol Jgl .oud> plxil scan
TCP's 3-way ol @ aS 5)ls al>ye aw oSwl g9 ol ouls e |, connect
1 u9S swhandshake

Jlail cowlez)s (sumo @ aS xiuw,9 50 SYN packet S, 9w woow U o LiguolS Jgl -)
ol

SYN/ACK packet S Lo caomw @ 59w 095 >0 55 S Joud | cowles)s ol H9pmw )31 -Y
VWUV

A9 w0 9w Caoow 4 ACK packet S o yigapolS 45 al>j0 s -Y

a4 oSawl wygs LS Veoeo aSiyl @y a>gi U .5yl o TCP SYN scan Sowl wses 5l S50 €95
laes 9 1w dlex> 0,u35 Jlail ¢l j9,mw )3 Vooso oud> plssl (TCP connect scan) VL g,

(oSowl g9 ol 5> .5,S eslaiwl TCP SYN scan ;1 Ulgi sw Ol Sls @ (S ubs, | o ulgi sw
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(o SYN/ACK S5 b @ ¥ ad>y0 55 JS1Has ¥ al>so (g sgivswo plsol VU 51 Y 9 ) 1o
ow| Gy (suy (dow RST/ACK S 531 9 ol 5L wogp ol

UDP scan, TCP Window scan, TCP ACK o 3,15 39>9 obd SiuSewl wigs 5l S50 glgil
Scan scan, TCP Null, TCP Xmas Tree, TCP FIN

€515 plzil |, Port scanning Jogc Ulgiswo aigS>

59399 55 39>g0 Sla,lul 5l had aS los,S seww plaisS al>,o il U aS sJlao ploi s
0> Sl zud Ve SiuSiwl wjgy o 55 bl ey LS )30 il gud 9 puS oslaiul
auwls a>gi) oS dedugly ol Sl aely Srw Sy WL LB ccowws LIS cul Shy 909
2obo O 5500 55 | iz gud Med piSisw souw 9 plody puSeid Sl (9> Med aS sl
(oSS

o> puSeid Shy S as 58 eslaiwl (salixo Sl 51 Vlgi sw Scanning Port sl
Sl i le 59009 Sy WaySowl wrgr Guippe bol sloaw

: NMapWin v1.3.0 ,1;910, -\

(90 oslaiwl LuSeid 5> NMap) wowl NMap Shy sy vosaxe 9 $SW8LS A
O,9s Eleil swblei v 0gMe aS auSsw oslaiwl W)Sa aS cowl eIl (s dolS 51 nmap
ol 22> pll | o 9 90w Jolepiiw passis g S, SIS wlgise (WBSiuS Wl
(= adolS 2> 5l Juw o LS Sy Ued (g 3ls pdles> puogi lasy |, 1l

: NetScanTools Pro 2000 -Y

HbL s as suld CD s b sgdugls S a4 wowl (Jow Ve (g w5l pd ol
: WinScan -Y

094 puiigS> Uil 3b oo .S oslaiwl Ol 5l Aulgicsw (UDP aig) TCP ws,S Sowl Sy
:ipEye v1.2 -Y¥

Culw 4 Jwlgicse Ol sgdugls Sy 3,5 edlgs oslawl [18l0,0 Gul 51 Gund el 5> oo
9 Yoo 59009 5,5 ks 100, ol aS pusSy cowl o5V .auS as>lwe http://www.ntsecurity.nu
s | TCP Jasd oo 268 o dlgicsw | ip Su hsd Lhxl )L S 5y 5w 9 MSesw LS Xp
DS s
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S puiS 05 laiw| SiuSow! 90 Sl ipEye ;1 aigS>
g Lol zulo ul command prompt s ipEye ub b
ipEye 1.2 - (c) 2000-2001, Arne Vidstrom (arne.vidstrom@ntsecurity.nu)
- http://ntsecurity.nu/toolbox/ipeye/

Error: Too few parameters.

Usage:

ipEye <target IP> <scantype> -p <port> [optional parameters]
ipEye <target IP> <scantype> -p <from port> <to port>

[optional parameters]

<scantype> is one of the following:
-syn = SYN scan
-fin = FIN scan
-null = Null scan
-xmas = Xmas scan>br>

(note: FIN, Null and Xmas scans don"t work against Windows systems.

[optional parameters] are selected from the following:
-sip <source IP> = source IP for the scan
-Sp <source port> = source port for the scan
-d <delay in ms> = delay between scanned ports in milliseconds

(default set to 750 ms)

iP b Jol puiS s Yoo B @y sl gy S5l L posbw colw pudlgsswe aS 3uS (2,9

oy b ol 55 seiws SeS a4 Vs g VA YYV, 10 odgainiswe S puoly cows @ |, ol

LS (5o
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ipeye 63.148.227.65 -syn -p 1 200
51 o sass -p 1200 9 SYN SCAN (i ~SYN o5l ip sac Y,V EA, YTV, 10 aS auS s
lo 55 @ M9 aS 5,5 caw deiisw o | S50 Slasuoly adl ol Yoo U)o
Losapswo 5 ulis 4 g il Sh=l L Ls)es s
ipEye 1.2 - (c) 2000-2001, Arne Vidstrom (arne.vidstrom@ntsecurity.nu)
- http://ntsecurity.nu/toolbox/ipeye/

1-20 [drop]

21 [open]

22 [closed or reject]
23-24 [drop]

25 [open]

26-52 [drop]

53 [open]

54-79 [drop]

80 [open]

81-109 [drop]

110 [open]

111-142 [drop]

143 [open]

144-200 [drop]
201-65535 [not scanned]

Sy aSaul csuss Reject (adscsws wsS Whgr U osdg cowd Bk Ul s JiguelS (susy Closed
|, je>aos firewall S, aSiyl (susy Drop adscswi |, wygs ol a4 Jlail o551 aS cows firewall

Sl i aS od Open s 539l SyigaolS Mol b g 150 puny
LYY e A 07 YO Y)Y Sdw,g « Yor U Sdw,gs o 5l aS aucso oslw 5500 5>
Gl (03ub Lasiae aS ulda,g plod U aS auS wds 5,5 telnet Ll a4 Olgicswe 9 wwl

Slg> 0 o pSa g dguisws 03l Vlin Slass gud «oowl oais
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VU>e> ,igao S ,U SWDU,9) Yuasi

L 5 whgitws 51 UL il Sl ewsS b | leMbl (ol Vlosgs iguolS 0,L)> pudle> s

netstat -an

netstat -a

o LS @

Usloo whgo 4 (sw9d g Sxac Wigwo |, w,g ol aS wwl ul 5> sgiws 95 ol B9

Proto
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP

Active Connections

Local Address

0.0.0.0:7
0.0.0.0:9
0.0.0.0:13
0.0.0.0:17
0.0.0.0:19
0.0.0.0:21
0.0.0.0:25
0.0.0.0:53
0.0.0.0:80
0.0.0.0:119
0.0.0.0:135
0.0.0.0:143
0.0.0.0:443
0.0.0.0:445
0.0.0.0:515
0.0.0.0:563

.owl echo ( V )97 wwoowl Jsleo Wio SIS W )9y ol swoowl

ooy sy wleMbl @b oS b |, netstat -an S| Wio

Foreign Address

0.0.0.0:0
0.0.0.0:0
0.0.0.0:0
0.0.0.0:0
0.0.0.0:0
0.0.0.0:0
0.0.0.0:0
0.0.0.0:0
0.0.0.0:0
0.0.0.0:0
0.0.0.0:0
0.0.0.0:0
0.0.0.0:0
0.0.0.0:0
0.0.0.0:0
0.0.0.0:0
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State
LISTENING
LISTENING

LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
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TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
ubpP
ubpP
ubpP
ubpP
ubpP
ubpP
ubpP
ubpP

0.0.0.0:1025
0.0.0.0:1026
0.0.0.0:1033
0.0.0.0:1037
0.0.0.0:1040
0.0.0.0:1041
0.0.0.0:1043
0.0.0.0:1755
0.0.0.0:1801
0.0.0.0:3372
0.0.0.0:3389
0.0.0.0:6034
0.0.0.0:6666
0.0.0.0:7007
0.0.0.0:7778
0.0.0.0:8181
127.0.0.1:1039
127.0.0.1:1433
127.0.0.1:2103
127.0.0.1:2105
127.0.0.1:2107
0.0.0.0:7
0.0.0.0:9
0.0.0.0:13
0.0.0.0:17
0.0.0.0:19
0.0.0.0:68
0.0.0.0:135
0.0.0.0:161

0.0.0.0:0
0.0.0.0:0
0.0.0.0:0
0.0.0.0:0
0.0.0.0:0
0.0.0.0:0
0.0.0.0:0
0.0.0.0:0
0.0.0.0:0
0.0.0.0:0
0.0.0.0:0
0.0.0.0:0
0.0.0.0:0
0.0.0.0:0
0.0.0.0:0
0.0.0.0:0
0.0.0.0:0
0.0.0.0:0
0.0.0.0:0
0.0.0.0:0
0.0.0.0:0
ek

k%
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LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
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UDP 0.0.0.0:445 o
UDP  0.0.0.0:1030 KX
UDP 0.0.0.0:1036 e
UDP 0.0.0.0:1038 e
UDP 0.0.0.0:1042 KX
ubP 0.0.0.0:1075 e
UDP 0.0.0.0:1434 X
UDP 0.0.0.0:1645 e
UDP 0.0.0.0:1646 X
UbDP 0.0.0.0:1755 e
UDP 0.0.0.0:1812 X
ubP 0.0.0.0:1813 e
UDP 0.0.0.0:3456 X
UbP 0.0.0.0:3527 e
ubpP 127.0.0.1:53 e
UDP 127.0.0.1:1028 e
ubP 127.0.0.1:1029 o
UDP 127.0.0.1:1035 e
UDP 127.0.0.1:1044 Hix
UDP 127.0.0.1:1045 e
ubP 127.0.0.1:1100 Hix

Jwlos Ssac wygo U uw,g 9 03,5 oslaiwl | -an gugw oo aS auS W8> 50 9 . dsw

3w Zwogi Wil - acludl - OV uod aS wowl oanw o3l

row! 0auw aiiigs Ugiw L8 Sl aS owl (swb (auw, e L @y aS Slaass el

Proto Local Address Foreign Address State
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2wl UDP L TCP wlgicsw aS < JSGg,0 wsuss : Proto

19S s Jgl Lo Mio ccnwldw,g) o,lonts g Ulosgs igaolS ip oxudswlin : Local Address
€55 51) U s oalsl 9 (eswns oo wisiiol @ o aS 2SS W) ol ¢y, o P asS
aS wowl oou aigs ¢, 0,0V Oygo 4 ol by wewl Vosae Glbow Jol @ axgi L TCP
wowl Wyer  LSLIS Sl a9 cowl ip « o sSLIS 5l Jad conud

o 3l S8 (eulos,S eslaiwl -an | -a gugaw 5l JLo ¢l 5> we> : Address Foreign
Al ppo Lilgicso owS oslaiwl 305 gusw Syl LSHaS s alys lae

3> sw uliw |, Jlail wusog @ State

AV AT AV Sw,gs « TCP JSigy 1> S dwiwisw S oy oS oSy L) aw,g) oSV
ol 35U 9 SA N AV AT ALV Sde,gs « UDP S5, 55 9 <l 5L g TY 1A
93,8550 S, ax a4 wleMbl ¢l aS aowyw wewl Sow V>

(0,S8) VllSod ply ,5 Vbses 5l wdadlao Sy wleMbl ol iwsls aS cowl ol lg>
@S | ol Ulgicswe Hgiws Gl b il 00 was oo 5igasolS Sy, Ulsg,i S LS Wi ol
5,8
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NMapWin g nmap 9,20

51381050 Ol cawlay S sw oslaswl footprinting sl ;S S, aS |, Sylul G Adlgzy S|
S,Sa Shy wwowl saw olbb puSugr 9 guSgid S psisuaw Sy aS >g) Adlgs> nmap
oat >bb Sioag w9 WSS A iy LIS @ ) s9i9 Jole s as ,S05b
ol 05lys ads ool o syl pdbs [ oblSol vlos g 3,05 pU NMapWin as couwl
5 ol @bl A aoly o3lnl 1S IS | ool Sli8loy ool seJusls Shy wcawl 1380,
wosao Al il aS AuS a>gi lows amiS adlgs Jgb (swS cwl dial-up uldlail 3|
ol XP g Yo e+ 592009

vl oSewl usl (oSwl wye Jio footprinting slaylul acgeze l38l0, ol
Wby ol JSow wowl 05,9 od 3,5 |, ... 9 (OS detection) b 5,90 yigaolS Jolemuimmw

SR VR

L= NMapWin v1.2.0 [ e
Haost | Scan | Siop |
|12?.u.u1

Hep | Ea |

Scan | Discover | Oiptions | Timing | Faes | Series | win22|

~Mada Sean Opsont
 Copney 0 fe
Halocen EEFEES ™ PotRange I~ UseDecoy " Bounce Sean
& SYM Stealh £ mas Ties € Latscan | | [ [ |
" FIM Steakh | IP Prolocol Scan
™ Device I~ Sowrcebddess [ & el
™ FingSwesp " ACK Scan | i 2 | oee
 UDPScan T Window Scan
~ Ouipes
=

g i

[HHap serice stepped. [ [Anomz [152850

WU DWW sww, v
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3l Gonwd Hlp> ol Sl JSiw

: Network Section -\

Sl 5l a2y \HOSt oL a4 55l W ip L ip 3959 Sy (sd=o aS wowl aoly 0,2y couwd (0,00
D9 £9,b oSawl L8 U pwS s SWS | Scan awoSs (ol ws,S eubnis g ip WSS

Mio ol pll wlize Slow g0 a4 Ulgicse ) HIS ¢l g 3,ls ip S5 5l Giuw 2l 51,8 3
SHazd Sdey dAE 95 (g g sw g9 1AY,IT L aS suld ip plod (susy 1AY, 1T+ ¥ *
10 B Y 5l Blgiose )31 sac csasy YATNT T+, 1T-10 Oygo @ iniss 9 il ulgicsw
2ol

: Option Folder -Y

pudlg> 5w Aol 5l aS oS sw Laaiw Ul SoS U g cowl Wlowhis J=o 88ly 55> Couud ol
L uldaS, ccomud ol 53 555 pdlgs cu=o Juwdige 55 Masoe aS 2o pll s,8as as
5,15 59>9 ..., Option , Discover , Scan slaol

: Log Output -Y

owl B b eain g9 oSewl aS il s Lanwl auls vasw el Jxo

: bar Status -Y

13,05 ppo G 95 9wl Aol 0y s LR

@ et plil o) LS Gued NMAP L> pudlesy LS| aS ads e Vliv e Coow Cwowd
2 (o S80S NMapWin BMs, nmap aS auS wds ) e L0 wb ) suldgusw
9 puiS s 0o 1) S cuoawd il 5> eSS Jlocl Option Folder couwsd > aS S s
Aol asals Slosug a9 coawd (il 4 loi> aS oiS 5w Aoy

30,8 b ow SE, 0 wlgicsw aS sguicsw 0adlie S>¢S &1y Sy (Ul Cowly Coow s bl
ol s s Guss 3058 9 Cowlons Wlhgiaws Sl Sl osbel aoly aSiul (i jaw il

Sy > Hgiowd Med g wowl oouw 3)lg wligiws

NMapWin U ,S g9
Ll L0l Shy eds 508 (sawny 3y90 pdls>(sw0 9, far30.com cyluw pdlys>sw aS 1sS 42,9
Jlocl g Med V> oS sw wuli HOSt o 55 9 (IF,VEA,YYV,T10) 03,91 cows g, ip
5l a9 dgusw E9 i HSawl oS s SWS g, Scan aoSs « Option Folder waoowd > S usi

1o Lol Log Output woauwd 5> 5y gulo asds >

50



(c) ketabton.com: The Digital Library

Starting nmap V. 3.00 ( www.insecure.org/nmap )
Interesting ports on (63.148.227.65):

(The 1583 ports scanned but not shown below are in state: closed)
Port State Service

21/tcp  open ftp

25/tcp  open smtp

31/tcp  open msg-auth

53/tcp  open domain

80/tcp  open http

110/tcp open pop-3

135/tcp open loc-srv

143/tcp open imap2

443/tcp open https

445/tcp open microsoft-ds

1025/tcp open NFS-or-IIS

1026/tcp open LSA-or-nterm

1050/tcp open java-or-OTGfileshare
1433/tcp open ms-sql-s

3372/tcp open msdtc

3389/tcp open ms-term-serv

6666/tcp open irc-serv

7007/tcp open afs3-bos

Remote operating system guess: Windows 2000/XP/ME

Nmap .... -- 1 IP address (1 host up) scanned in 156 seconds

L&u)_gJ UT-’)JJlSSJB)-W)J_g-,&-.}DlS 69))'l4 LSL&u)_gJ . ..l'\
O3 Jdlo Hhw) cowl 0aui 055 ywa> Windows 2000/XP/ME aS Jole piwmw passis =Y

ol (UP) g, 1P o2l @S 298w ,31 Llaw 9 -T
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Folder Option <wowwd ;1 Scan asS,u s,

)l Gz Y s aS,y ol

: Mode gy

SoSowl g95 aS ol uls eyl 9 o)ls (salizo gloil SiuSowl aS pasS (sLd Sy, o
PS50 JaZANR 9)

S gwlo)l)s paed ywys 5> W8 aS wowl TCP connect scan gg5 51 Scwl @ Connect -
plos,S

Gl Gaod oD LO,9ium - wplasS pd Gl 0l pied Lw,s > ¢ SYN Stealth -

S s LS 593509 5l ue Seg,w Sl Null Scan , Xmas tree , FIN Stealth -

owl udp slaw,gy ws,S Sawl sl 1 UDP Scan -

Jled elaS ip Spw Su pw Jl &S pwilay aS wowl ip scanning Joc sl @ Ping Sweep -
9, ¢J Ul ip aS S)gb a4 (g wwl Ping Sweep vlos : List Scan -

Sl 5,0,8 Wdlg s yauzis Sl Veoso 1 ACK Scan -

»dolS (sJg wwl ACK Scan ulesd : Window Scan -

Wlgh wleMbl b ccwl SisSwl slacdls 5408 95> @ RCP Scan -

: Scan Options yiusw

10,95 w0 5,0 4 Ul sy Jasd as 5)ls a8 Giud Coowd ol

aod (suy diloy (s> 81 g oSewl LU wldw,g) a> aS 1S sw yaxwiw : Port Range -
M 9 N aS) S Aiiigy N-M &80 S| 9 wygy Ul hsd (siy 9 Aiivgs sac Sy S|« g

Do oSowl Moy U n oy sl sue (Biowd sac

Option Folder o ;I Discover asS,u (s,

reowl @3S Hle> shls a8, ol
29, L8 Llgicsw b 5,90 4igaolS Uses Jled (sew, Sl : TCP Ping  «
Aol ICMP g9 5l lhad Siw 1 ICMP Ping e
(L2090 uw) Cowl wowlio WUl (s, Sl 1 TCP+ICMP o

S5 Ky - Don"t Ping e
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Option Folder wwouud ;1 Options aS,y saw, v

)l Gz Y s aS,y ol

: Options gicy

Wl 393> U Null, Xmas, FIN, SYN g9 5| (suldSiusowl 5> pudlezs ;31 : Fragmentation
b g 5,8 ool 1) a8 ol Olgisw il acwls bo Sy 1) Jbs JBlas b pwsS Jlocl
391 Adlg2 juol wuddge SiuSiwl aiysS il Lol b (a8 aS cosls asgs

o8 @3Sl wlxil U ouds> wygw connect g5 51 SiiSowl pudlgxs ;31 & Idented Info Get
S9lisw Ulko,l @b Lo Sl (siosdss wleMbl

Reverse Joc dsowd Up aS suld ip Sg, 13800 ol (woy9Gum <> > @ Resolve All
Resolve All ;31 .(55,S sw albgs o DNS ouwl Jlos au «ip Sy, 5l i) adscsw plxil |, Whois
Adlg> plssl Reverse Whois Joc down a> g Up ax (@ ip aed Sy, owil 05,5 wlzil |,
.>,S adlg= Reverse Whois ;3 ,a : Don"t Resolve

ol (il oaimulzil S aS cowl H13le,0 ol Sda;S uyimpo ado> 5l @ OS Detection
3 gwd> L Jilae yigolS Jolepsimw aS S w

Aoy UL @ o 55,8 9 (AiS s o | uld ip s9slai wyg0 a0 1 Random Host

: Debug yausw

oo 031> Uit (s>9,5 > al>j0 @ al>je Slus guli (uwl oas S, LS| : Debug
Adscsw wban 1) LS wd iy (sl easswlxaol 31 : Verbose

Addsw Ubin wlds> wule L L 18w,y - Very Verbose

Folder Option wouud ;1 Timing aS,y aw v

5l Uuk Y osgs aS, ol

: Throttle yusw

detection Jloix! 9 cawl 13 8185 9 538 S (S Lkl | VUL Sbdaiu;S as,d s ol )
olxil Guxigr Normal cuwsese S @ .puSer i pul ad 9 ol LieS loww (U39 o))
Aol

: Timeouts gy
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D9 8o ilgisw Ip Sy Sl aS S sw pakaiw |, vl LiSla> 1 Host Timeout
(U2 39 Vo Llgisw probe S Sly aS S sw pasiw | suloy s5Slas> 1 Max RTT
(awl A usy) wowl Qe e

S s o 051l il a4 J8las probe ja sl @ Min RTT

owl 2o 0yl Jlg s as suld ip )s logas aiysS ol @ Initial RTT

o b e Sohsd U s aolyy ol (sl 03,5 wd> acw_spscan s,g0 5> )31 Parallelism
wblg WVgaxo g .( 31> simple Ul powl Jgl aS cowl ,bls uod @ ) ik U 9 LS
&S (wldw g slas 5Slhas Ulgicsoe woawd il 5y S cows | wye Sclas Ulojed L
PS50 padiw | e gy Ulojed Llgicse

S w0 o Vo ol a4 S8l (o Sewl ) o : Scan Delay

Folder Option <iouud ;| Files a5,y sww v

)l Gz Y osgs aS,y ol

! Input yacw

51 x589 wls cul 5y 05,8 eslaiwl Gy ol 5l Olgicsw owsS Siguw |, S 16g, asiul sl
Sgaicswo ol L S,

: Output yiusw

Normal & g0 Jlgicsw LB cul owiS 0,055 L0 S5 s | auls aS caowl Ol Sl caoowd ol

il (5,80 G »8) All b g XML (0,05 55 aSos 0Vl aS) Grep «( sJsoso (siso)

Option Folder wouwd I Service aS,y s,y
Sy a8, Gl eecows ol 51 suld,lS 9 auS o g, Ip VM8 @ied ,a Jgl audles s 3uS Lo,

(Usswlogil £95 Sy wsS Aingo) Cwld) S H9>uod

Folder Option <aowwd ;1 Win32 asS,u (sww, v

oS s Lsaw 9y Options kas as Options , Commands slael 4 5,15 Gz 95 a8, ol
Sy, hsd aS ) >seusw s pd Pcap ouSsw wa |, NMapWin as (sud9 : No Pcap
S pudloz S .58 w0 0apcy | 1S o (59 s Wlgicso XP o Yoo e 9i9 Sladoiwsw
puiSso S, |y i3S oul 390 osleiwl Raw Socket 51 ol Sloay 9 sein oslaiwl Ol 5l
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lossw Lo 4l 10 (S La Jlw)l G aSiul Jaad (suVU Jio 1 No IP HLP Api
.39, 500 LS4, Raw Socket ul Llxiil L : No Raw Sockets
.9, ,Sa, Socket Raw lhas aS g swo wucl : Force Raw Socket

ADS w0 CowdA S i wleMbl swS Win32 sla piww Sl 1 Win Trace

Jole i €95 i Sl NMapWin i o> lasiwl

OS detection s, ¢ port scanning sSu owilu pudlg |, nmap ss,u,8 uyiepo S|
L 1, nmap o8 aS cowl ppo S,08 @ 095 5S59 @Sl (Julao Jolepimpw parseis)
51 Options a8, 55 1L euiS G b Jolepiuw £9r aSil Shy icwlivbsw 5359 Geod
b oau wlkul OS detection aiy;S (NMapWin

D (0SS upoi 9 o [ 550> S ip 9 W ip ol Vlses lowis) puiS oo sy | Jlio dix V>
Yag,YY0, 1AL N0

Windows 2000 server SP2 :guess Remote operating system

190,Y19,1V1,0

Y.0.Y- - Linux Kernel 2.4.0 :operating system guess Remote

Y+, YYA YA

Linux 2.1.19 - 2.2.20 :Remote operating system guess

TIV,11,1499,1

2\ Y,Y-1Y,),0 Cisco router running IOS :system guess Remote operating)

1Y,1EA,YYV, 0

Windows 2000/XP/ME :Remote operating system guess

14g,YY0, AL, Y

If you know what OS is running on it, see) for host No exact OS matches

.(http://www.insecure.org/cgi-bin/nmap-submit.cgi

ol GSew il i Jelopiwuw €95 s U (§990 NMAP aS dwiwcswe 90 il L3
owl 0390 Up abaz=) Ol 5 ip aS il ol Giudus

U 5,8 osleiwl od (sid wleMbl syw S 5l b o8 aS cawl ul coils Hhas 5> BU aS slauss

Py swhd Ole> @
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@ leio cowl oaui Lol Windows 2000/XP/ME &g @ Ol azxus aS 531 Jdle ip Wi -
ME wlgi oo S 9w gud 9 3ol jew Sy s 1b 9 wowl eyl S Ug> aS wowl sazin.com

.59 Adlgs> Win 2000 ol Jolepimwmw yans axisl XP L
03 Gy asp.net b asp U culw ug S wlxbw duuw aS cowl S3590 ;50 Wl S L -
Culw Ol @ges aS wuwl zzzzzz.aspx U zzzzzz.asp oygo 4 axéo powl Wio) wowl
S 90w o> Ol 9w cdls ol s (cowl default.asp axes Guod powl aS wowl far30.com
Sun L Unix § Linux xlgicsws 9 Win 2000 L ¢ Win NT Jio waowl wdlwg,Sule wVgaxo ;l

.wb ...9 Solaris

S puiS oslaiw! nmap ;| s>

&8lg ,5 NMap .>gs 39359 Shy NMapP sSW8l,S A aS 3yauw luwl NMapWin 13800, L W
nmap .3l> |, (suldasws 590009 Sl od 9 (UuSeid) puSwigs Sy pd aS cowl (ol 13910,
L pudlgz> s owd ol 5> 5,05 (command prompt) (silo,d s> Jl> (NMapWin M,
PVCIS) WIS Wiy bdless ol sedusls Sy eusd Lol s9ais yogao NMap
»U nmap installer Mol as nmap 5l ;35> aseuws S5 5l Lb (ulos,S6 wuas |, NMapWin
(.S >Jugls 5l awlgicswo |, nmap asews ol casS oslaiwl o)l

U axgi b pwS oslaiwl el 51 1L «sileyd s Sla,l8ley 5> (asilsiwe aS jgbulos
Sladyioll S oy Shy b ccewl JSuiwo sl 3850 9 305 Hlowy NMap Saiol,l Sl
NMapWin ;| (wewl port scanning L scanning ip VYooso aS ) ,ols Joc SO Sy wow)d
o2y Ol > A 9 pudd w0 ol |y Wloydais NMapWin 5> aS wuyiyi oul @ oS sw oslaiwl
U1 dobo ool eslise cows i |y il o] CMD: Cosud 5> aS 3uiSsw o line f
o3 s Eoais Jbio 9>

oo Sy cawl ITNVEAYYY, 0 Ol ip aS SyigaolS 53 Yoo U ) Slaw,gs Shy pudlgs s -)
i SYN Stealth wJl>,s |, Scan &S, [NMapWin )5 Sl Sy ouds plel SaiosSowl
TCP+ICMP «Jl> > a,L Discover aSy, sy 9 V-V + :owuwugicsw |, Port Range g oS sw
0S  aiyS Options a5, )5 (oS pasi e |, Jolopiww £95 pudlos 319 2l
AV NEAYYV,T0 o=y SYU 55 od | ip oudsisw 513 oaw vkl I s |, detection
o s> pll NMap b | S ol pudlesiso o sy ppiwd oSl o3lol Vs . ousngicso

100 gy aS AwS sw abas>Mo wiuw 0,3 il 5l L CMD conud U bhad
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CMD: -sS -PT -PI -p 1-200 -O -T 3 63.148.227.65
o s wlie 4 CMD: aelS Wi L
-sS -PT -PI -p 1-200 -O -T 3 63.148.227.65
g aS Wygo il @ awsS eslaiwl nmap s b as cowl (uldsel,b Ll

nmap -sS -PT -PI -p 1-200 -O -T 3 63.148.227.65

paino L aulo (asds aix Sy 0s)S o g s9ws Sh=l 5l as g

Judlgzr NMapWin a; 5l aSus 9 as90lise b siolly oul (aS 518 nmap b aS (i 5l asy
B . aobsw Yoo U Slaw,g wsusy p 1-Y++ g (0S detection (suss -0 (uod Wio .cils
owl NMapWin 5l scousds Slews nmap L us,S 1S aS auucswo wlisgs>

Sl . 120,V G120,V - Sy euds pll ip scanning S pudlg> swo -Y
[Discovery aS,; ,> oS sw wlxil |, Ping Sweep ai;33 (Mode aS,, ,> NMapWin > K.l
wlxil wJs> s |, OS detection aiy;S Options aS, 5 9 05,5 wlksl |, ICMP Ping a3
S,isio 95 58 55 190,T1 V1 aS awlo,9sw abb>Mo Ip uiig Shy Loudd sw L9 oais
roowl yuy wigo 4 el aS ewiucse Y. 190, T1A,IVT, =)+ L ouaugicso pury el

‘-SP -PI -T 3 195.219.176.0-10 ‘
Lpsnagicse Lo puy

‘nmap -sP -PI -T 3 195.219.176.0-10 ‘
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Pp >

IP Scanning
15550 W90 lgicsw wlio Slayivg, s IP Scanning
ICMP S, 53 5 puiw 9w Lols ip Sy @ ICMP ECHO ggi 5l «iSy o <0l £95 cyiosbuw s -)
S8l Sl wcewl up gMaslay ip Ol Wigo Gl 5 weniS,y b Goow @4 ECHO REPLAY
13,5 oslaiwl 55 Sla, il 5l vlgisw
0 990 U (uSeid) LuSuiss 9 599 S Jele i )5 3990 Ping ;| oslawl (I
PIiNg X000 XXX XXX, XXX
paagi s TV EA YTV, 0 Sl M
ping 63.148.227.65
towl Jled 1P O (s s 5 Olo> @ 9 46S i ) seiws ol j93is9 55 S|
Reply from 63.148.227.65: bytes=32 time=1402ms TTL=105
Reply from 63.148.227.65: bytes=32 time=941ms TTL=105
Reply from 63.148.227.65: bytes=32 time=1402ms TTL=105
Reply from 63.148.227.65: bytes=32 time=941ms TTL=105

P Jl2d (s iy 505 ploy @ Sl g
Request timed out.
Request timed out.
Request timed out.

Request timed out.

..LLSLS\.DJ.Asl)
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e | Ip acgoe Sy aS 5,5 oslewl gping Sl sevse paSeid Jelepiwnw 5 (©
555 ol

L Gl 55800 oul dedugls Sl 5,8 oslaiwl Pinger 5l souiocswo 93009 Jole piwuw > (2
oslw |, ip acgoxo Sy a4y ws,S ping LS 9 cwl SIS L3810, S, Pinger .auS SIS
S s

£+ Pinger ¥1.0 - Rhino9 o ] 3

Fran: I I I .I'I To I I I I254 i
g |
Timeaout; Im ms  Mum, Passes |2 ¥ Fesolve Hosts

Clear Copy | Save... | Help...

L ouwS pINg pudlgs> 5o | ip olas U ip plas ;l aS puS sw pazuio TO g From couwsd >
w29 ip aS auS o9 g 0y Giuglos dswd Up aS (suld ip wewd Ping aeSs ,Lawd
up S, Sl ip ax bo @ bgsyo C GuMS 5wl pudlexs 9 1wl 120, VYA, VTAA boois

oS Ping |, 120, Y19, 1V, Y05 b 120,71, V1,) b clls ool 53 aisowd

55 9 2wl ICMP Ping wll>)> 3, Discover a5, .auds 1,9 Ping Sweep > s |, Mode
iPp o LU a2 auS 2,1 oas wlkil wJls 5l |, Detection OS aiy;S 1L Options caoouwd
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S Wo ouiSisw 3)ls [ b ip wownd « Host cocwd s b L0l Sly oS pubais |, W

puags MU oS o L, 10,19 WVTLYoE L 190,T19,1VT))Y oudlez

5Lad |, Scan aoSs A g .wowl YOO ) 5l aS C (S (suss /TE ol @S 190,719, 1V, /TS
Pud>

Host (195.219.176.0) seems to be a subnet broadcast address ...

RTTVAR has grown to over 2.3 seconds, decreasing to 2.0

Host (195.219.176.1) appears to be up.

Host (195.219.176.3) appears to be up.

Host (195.219.176.5) appears to be up.

Host (195.219.176.7) appears to be up.

Host (195.219.176.9) appears to be up.

Host (195.219.176.11) appears to be up.

Host (195.219.176.12) appears to be up.

Host (195.219.176.13) appears to be up.

Host (195.219.176.14) appears to be up.

Host H-GVSVY95KXINR] (195.219.176.15) appears to be up.

Host (195.219.176.16) appears to be up.

Host (195.219.176.17) appears to be up.

Host (195.219.176.18) appears to be up.

Host (195.219.176.19) appears to be up.

Host KERYASBA (195.219.176.20) appears to be up.

Host MARYAM (195.219.176.22) appears to be up.

Host (195.219.176.23) appears to be up.

Host (195.219.176.24) appears to be up.

Host FFX-L2XA0ZM87Q3 (195.219.176.25) appears to be up.

Host (195.219.176.26) appears to be up.

Host (195.219.176.27) appears to be up.

Host (195.219.176.28) appears to be up.

JAXL
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cowl 030 5SS pd Ip @ bgs o LiaolS puwl 35lge (svas 5> aS aulod s ala>Mo

,i5.m0lS (a2 5> eus,S osleiwl Siwy by ICMP slaes) 51 VU slajiug, ploi 5> -Y
SosSewl whgy 5l b s gl 5> g SW g, b Jlguld lwgi ICMP slaws) cowl (Sow
15,5 oslaiwl o5 Sla,lul 51 Olgicsw H Sl Shy 15,8 oslaiwl SiuSewl IP iy

... 9 icmpenum ¢ hping Jio suld,lul ;1 Ulgicsw (uSeid) LuSwgr Jole pimwuw 5> (i
Ao bo sy Med as 5,8 oslaiwl

Port Scanning s,9b (sJg .ouS sw oslaiwl NMapWin ;1 ed;L Geais Jolepiww 5> (w
wwgoe Sw,g Sypw S bwgi LSl o> Llg> IP Scanning sy |) b 5o aS oS sw

w9 YO « A Jio iud U ByigaolS LiS1 s aS 5,8 0w wigo

Caoutd > 9 puScsw b Connect s> s |, Mode caouwd ¢ Scan aS, s L8l sl
edl> s |, Discover oS sw pudaii A sac sl Mio |, Port Range aiy38 « Scan Options
2l o wlkol el 5l 1, OS Detection aiy;S « Option a5, 5 9 .eud> sw ,l,8 TCP Ping
prScso g9, b oSl 9 05,5 cw b 1 1p o oS o
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PADD Al

€ Cuta> ping
|, ol domain L ip b aS Lols LiguolS & LI aS aiSsw pazuie aS cuwl S)giws ping
U, Uloy wao b Jled 31 aSiyl 9 . | cows (Active) Jled g (g, owilsisw
ol 528> o JiguolS a4y yigaolS Ol 5l tep/ip slaaiuw
rowl 55 Wygo A giws ol 08

ping /p-or-domain

Pl sw | (il awls 8ol domain L g ip o,lows 1L ip-or-domain sls a, as

o) ) awlo @ 9 03,5 b command prompt s |, ping sazin.com o
Pinging sazin.com [63.148.227.65] with 32 bytes of data:
Reply from 63.148.227.65: bytes=32 time=1402ms TTL=105
Reply from 63.148.227.65: bytes=32 time=941ms TTL=105
Reply from 63.148.227.65: bytes=32 time=981ms TTL=105
Reply from 63.148.227.65: bytes=32 time=851ms TTL=105

Ping statistics for 63.148.227.65:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 851ms, Maximum = 1402ms, Average = 1043ms

owl Jled sazin.com asS ass sw vl gulo ol

pScsw ping ((wowl sazin.com vled as) VN EAYYV, 0 o)l ip L SyiguolS a4 V>
|, oSy Uanw) Ulo; waw Sliss as time aidl) .Jgl Jlow s (sihuwsi b bhsd cowl vlod aul
9w 1P ol @ Us,S ping Sl (i adlg> 3 9 pS Al SSL @ axgi b adsow

: piSsw olo |, ping IV, EA,YYV, o

Pinging 63.148.227.65 with 32 bytes of data:
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Reply from 63.148.227.65: bytes=32 time=861ms TTL=105
Reply from 63.148.227.65: bytes=32 time=852ms TTL=105
Reply from 63.148.227.65: bytes=32 time=851ms TTL=105
Reply from 63.148.227.65: bytes=32 time=881ms TTL=105

Ping statistics for 63.148.227.65:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 851ms, Maximum = 881ms, Average = 861ms

1S PING s Jl=d aS Ip S @ aS 2uS 5,9
Pinging 217.66.196.1 with 32 bytes of data:
Request timed out.
Request timed out.
Request timed out.

Request timed out.

Ping statistics for 217.66.196.1:
Packets: Sent = 4, Received = 0, Lost = 4 (100% loss),
Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = 0ms, Average = 0Oms

o Jled aba=) of 5y ip ol aS ads s wlis aS
L g Mo Juog iyl @ lossinwoe aS caowl (s> 5y (i ;S5 VL s aS sudlas plos asll
bl 000 Sy cviwd 4 lood aSeud Apiwd Juog oyl 4 e aSiei Bayb 51 S|

wowl aSios 5 shul wssS oy Sl wlhgiows Guigs 51 Sy ping Veol

€G> tracert
packet & aS adssw vliw aS wowl s,lpl ( traceroute sgui s uSwgsr Ly ) tracert

So 4 U 5,800 (uldsignolS ax 5l 9 S b |y Syewoe ax Lo yigasolS 5l LsileMbl
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ool aS cowl SyiguolS Uled Vgoeo 9 pwiSsw paxwio b | dado .auwy pols> saso

S sw footprinting

rowl 55 Wygo A giws ol 08
tracert jp-or-domain
Ll Sl eww s sazincom @ U pugis 3, 0L suldyiguolS ax 5l aS puuw odlg> s Mio
15,8 oslaiwl 55 Sla,giws 5l Sy 5l Ulgisw
tracert sazin.com
tracert 63.148.227.65
Py ) A A
Tracing route to sazin.com [63.148.227.65]

over a maximum of 30 hops:

1 160ms 160 ms 160 ms 217.218.84.3

2 381ms 691ms 1772 ms 217.218.84.5

3 % * 2324 ms 217.218.77.1

4 201 ms 1101 ms 180 ms 217.218.0.252

5 341ms 220ms 180 ms 217.218.0.2

6 1993 ms 180 ms 181 ms 217.218.158.41

7 180 ms 160 ms 160 ms 195.146.63.101

8 2824 ms * * 195.146.32.134

9 1472 ms 1463 ms 871 ms 195.146.33.73

10 791 ms 841 ms 811 ms if-1....eglobe.net [207.45.218.161]
11 1692 ms * 2654 ms if-4-....eglobe.net [207.45.222.77]
12 1282 ms 891 ms 1052 ms if-1-....globe.net [207.45.220.245]
13 902ms 931 ms 881 ms if-15.....globe.net [66.110.8.134]
14 931ms 861 ms 871 ms if-8-....leglobe.net [64.86.83.174]
15 901 ms 841 ms 852 ms if-5-.....globe.net [207.45.223.62]
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16
17
18
19
20
21
22

841 ms
841 ms
882 ms
871 ms

852 ms

862 ms
842 ms
931 ms
891 ms

851 ms pos6-.....vel3.net [209.0.227.33]
941 ms so-4-1.....vel3.net [209.247.10.205]
851 ms s0-0-1....vel3.net [209.247.11.197]
951 ms gige9....vel3.net [209.247.11.210]

1011 ms 851 ms 902 ms unknown.Level3.net [63.208.0.94]

* 882 ms 64.156.25.74

961 ms 942 ms 841 ms 63.148.227.65

Trace complete.

oleMbl ol oowy sazincom a U 0,35 JigaolS YY 51 b aS adsisw vl gulo ol

wwasy) owl g Ulg,uld US)S oy Sl Sl wleMbl Syl (s audles lae aS gbulesd

(pibliS ... Gwloay 9 0355 0lisS 9, Wy law

3w gwoyi 9, yvlis as wowl switch osslass slyls tracert

<== -d

Sgacswo 03y Giulos W ip bass alols zuli > gugaw ol 5l eslawl b

tracert sazin.com -d :puwwgi s Mio

<== =~-max-hopsh

wowl Yo po9Giuw s S w pwesi [ eS8 slass iSlas
o+ tracert sazin.com -h :euuugicso Mo

35S padlgs oslaiwl [l oy Heiws ol 5l

telnet wow aolbl

5 Ul 5,8 5,800 )8 eslaiwl 3,90 footprinting ;> aS cowl Ss,lee 95> b telnet

@ .o ul version g o ugSUL Slaeliy ax wigs UM Sy, aS pwil pudlezy aS Cowwll>

a2 9 paiSso ki (ol 5b serw Ul Sy puildese aS) Lol wig Sy @ aS wygo ol

L ._sx.&@ .39, 50 )lSCLg aS cowl ileMbl sxsdsolin as N WL V) ).&Uo weulo as it (S\O

yobes 5Su wdls Gl Ly gbswes ol Giules Siux gud 9 pusiise axlge iVeb (siSe
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Sawgoe> ol Jbo 5> Lougicswe 2, 9 puwisesw |, Ctrl+D , Ctrl+C , Ctrl+break , Ctrl+Z

p9lesw |y plaiesS footprinting 51 Vs U aS ss,lgo

obw SO w9 0d kS wlllbe Sauges

D S wowS suleMbl www.iums.ac.ir 5,90 53 pudlg> oo LS (5,9

135, YY0,1A5,10 1o)slso cowsay |, 0l ip 9 oS s Siwy wulbw @y Jgl ©

Paiat 0 9 paSso oyt b e iSwl wigy S SoS @ poudsgl wowsay aS ip SeS @ ©
owl 50 9 YFY AT A ) e Al OF OFY (YO (T Jio (suldw,gy asS

Name g puS sw oslaiwl whois.nic.ir ;1 ws,S whois Sl (g sw pis ir @, domain ug> ©
owl 1AL, YY0, VAL, Y+ aS )9l waws @ |, ul Server

ooy ) aulo @ 9 puS sw nslookup < « Name Server ¢l SoS @ ©

iums.ac.ir. SOA sina.i........ 0 345600)
iums.ac.ir. NS  sina.iums.ac.ir
iums.ac.ir. NS  nsl.nic.ir

iums.ac.ir. MX 10 sina.iums.ac.ir
smtp.iums.ac.ir. A 195.146.34.181

sina.iums.ac.ir. HINFO Sun-SuperSPARC5/75 UNIX-Solaris-2.6

sina.iums.ac.ir. MX 10 sina.iums.ac.ir
sina.iums.ac.ir. A 194.225.184.20
sina.iums.ac.ir. A 195.146.34.181

sun.iums.ac.ir.
cisco.iums.ac.ir.
webmail.iums.ac.ir.
linux.iums.ac.ir.
linux.iums.ac.ir.
mta.iums.ac.ir.
pop3.iums.ac.ir.
localhost.iums.ac.ir.

proxy.iums.ac.ir.

CNAME sina.iums.ac.ir
CNAME router.iums.ac.ir
A 195.146.34.181
A 194.225.184.19
HINFO Intel-Xeon/800 RedHat-Linux-7.2
A 195.146.34.181
CNAME sina.iums.ac.ir
A 127.0.0.1

CNAME arvand.iums.ac.ir
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WWW.iums.ac.ir. A 195.146.34.180

atrak.iums.ac.ir. A 194.225.184.14

nsl.iums.ac.ir. CNAME sina.iums.ac.ir
arvand.iums.ac.ir. A 194.225.184.13

router.iums.ac.ir. A 194.225.184.1

router.iums.ac.ir.  HINFO Cisco3640/Access-Server 10S-IP-12.0
iums.ac.ir. SOA sina.iu....... 3456000 345600)

Cueo HIFNO 5,90 > Jaad OVl ow,; pudlgs aS sHls 5,08 aulo ol sla)bhw S5 S5
Mio . puiabg) ;8,958 (oS Wy A VU 5 e Hi paRine Sl aS piSsw

sina.iums.ac.ir. HINFO Sun-SuperSPARC5/75 UNIX-Solaris-2.6
Gl pazeie shw Gl b b Cuedl 9w Jolopiuw 9 JisnolS 95 i Sy HIFNO
S cswo oslaiwl Sun-SuperSPARC5/75 UNIX-Solaris-2.6 ;| sina.iums.ac.ir as
oiwd b piS s wili il @y olos,ol cows @y ,iSewl @90 bawgi oo 1 5L Slaw,e ve> ©
portnum telnet www.iums.ac.ir

i 1) a5l Jols eulis

: Yo
..master.iums.ac.ir Microsoft ESMTP MAIL Service, Version: 5.0.2195.4905 ready at YY »
Version:  ,Microsoft ESMTP MAIL Service ;| jyiguwolS ol L5 (smtp) YO we o

S sw oslaiwl 5.0.2195.4905

+0K Microsoft Exchange 2000 POP3 server version 6.0.5762.3 (master.iums.ac.ir) ready.
Microsoft Exchange 2000 POP3 server version ;| ,iguolS Ol 55 (pop3) V)o <ier L
S Lsw osleswl T, ¢, 0VY,Y
HARR
NNTP Service 5.00.0984 Version: 5.0.2195.2966 Posting Allowed
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AU auul>

€ Social Engineering

5wl lgiwl o350 OS5 JgS 5y aS cawl ($SwiST (scloix] (sawiipo b Social Engineering
iz JgS Wis g, user S, a8l JI> . yiguolS b @b g )l [S 9w bl b loo SuiSs ol
9 Client Hacking ;| wowl Slasges aS ay59ly cow | ... 9 3500 Jio | ol wleMbl awlgi sw
.Server Hacking ;| cowl Slaigos (auS S |, wulw 9 23w JsS |, eyl S, Administer &Sl
Vgoo DeiMS v aill g ,w o 9 3,5 S& wiMS sediisw pd eloix] (ewsipo b g
ol 0Ll lewn il Us,S S i)l (S Gawls s 1) SyisleweS sla user

oslaiwl Sa adgl J>lwo > Veos=o Social Engineering g, aS o 1L od |, @S ol

A 0,0 LS anlsl Sl Vlicsud wleMbl 5l g 3sS Uose |y suwo U Ul 5l a2 g 39w

e loi>| sawdipgo 5l wldJlio
aS auS a>gi aidl 0%, wgil,y |, Social Endineering SlaSuSs 5l Solasi pdlgs s il >
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LS o Sglgas S n Sy shl 5l sileMbl S cwl (reloixl (sowipo Slagug, 5l wSy
LISty S 4o9C |y 3,90 aS adlgS 5w 3,9 VM 5l Mio g ai8,S pwled WSy, b asy g
> Bl SoSa (Luig S| S 8) Luisie bus S8 g9 ol Slae
owl 00

1L Jlw,)l Sy US) Zw -T

«Sy9ai JB Sy Jlwl Sl @ 9 L gio puSe Ly aS 1S 5w 9 1S W 585 S5 b Wio
owligo Ulgic s oo LIS al>yo ool U dwscwsdsw yuly Olsgyi Mo ub>l L S
Social engineering a%,> (oaui 03liw,d Ul>g,i 5l oslaiwl Min) sislo (g ol (sclou
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PSS w0 [ Vgl ) dadlessw lowiy aS (suwsS E-mail > 9. o 9 duijw E-mail bo sl -Y
19S5 Mo a8 3l63,S 559550 Woley e9i ol 4wyl 5> diSow

0> dngio 9 puiS S Ugily o bl aS sawS E-mail Jsl w55 oy Jasul o @0 ™
55 aS s E-mail 5,9 b .9, Ugisg> E-mail 5,0uy od L3I Jhbw (9, Ugisg> E-mail pgs Hlaw
" a9 s Ugily 13,5 pasie Jsl Hlbow
Ol 5l s ol g S sl peed U ks s wy LB U cuxe S
E- 500 w9 Wl Uslicw,d sl E-mail Gupsl U Y .0guin aiw 9 0w Sy we> vl ,ipy
.Ugizgs> mail

:auS U ) E-mail @ (attached) aoso.o JJ -¥

b aS (> L 9 2S5 cowl oaul attach o GusSe E-mail ol 5> 1,88 s aSiul Wi
ol 05901 L8 S aSl s Syusai Ju oo attach

:login wawlgs)> 9 H9pwuo SVl VU AW axe0 S Gislw -0

9 id V) Sy axes Gl Sl login sy gal 4 auw axen S il Mo
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AD;l9> auul>

netcat ,1,910,7 U ,1S g9
|, &S sw oslaiwl footprinting sl ;S8 & aS Syl Guipego A Gwsyd > assl wgisl 3
oslaiwl 1 Gl sSa55 JS )5 )Se S5 aS )39l uyiopo plgso V> 05,5 (89,20 NMaAp
L NC ol ) adiuo 0340l NC M jgbay as s)ls pU netcat 1591050 (ol oS (88,20 9) LS 5w
PD b Sy S i aS Cowl (swopo 3810, a8 NC (S sw (9,9 >0 DOS g5 aS nc wgl
i "Knife TCP/IP Swiss Army" |, "Pocket Knife of network utilities" _sul> S| .s,ls
Med o (S0 Qi e S8 a4 | H18les ol )l NC Grod Ol ghie aS Gaig
Jio wgac Sloeall 5 ooMe aS pSiw b piSy wsl 51 JolS 8820 4 olg> s
9 telnet 5l gy Jo bl >)Sloc S 05,5 W9 20 (slux> 9, U9l aS s> (@ Scanning
ol (U9 Sale g5 Siux W) He,w pd 9 CiMS pd Ulsicay Wgl 3,18 S,
39Ag Uogaie Al (g b Abs puSwigr S Jele i Sy LU oulsl L8, ol
Jio) NT Slajgaug > bhdd asws ool auS SIS ) wgl sglugls sl as o)ls pd
S sw LS (Windows XP «Windows2000
sossamgicsoe Ul S iohly o U350l cws @ Sl
nc -help
Lpugib s wls> 9
[v1.10 NT]
connect to somewhere: nc [-options] hostname port[s] [ports] ...

listen for inbound:  nc -l -p port [options] [hostname] [port]

options:
-d detach from console, stealth mode
-e prog inbound program to exec [dangerous!!]

-g gateway  source-routing hop point[s], up to 8
-G num source-routing pointer: 4, 8, 12, ...

-h this cruft
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-V
-W SeCs

-Z

delay interval for lines sent, ports scanned
listen mode, for inbound connects
listen harder, re-listen on socket close
numeric-only IP addresses, ho DNS

hex dump of traffic

local port number
randomize local and remote ports

local source address
answer TELNET negotiation

UDP mode
verbose [use twice to be more verbose]

timeout for connects and final net reads

zero-I/O mode [used for scanning]

port numbers can be individual or ranges: m-n [inclusive]

P30 2wosi 9 Wyiol,l S5 S5 asy U asloy buwod U

port scanning sl nc ;1 o>laiwl

Ulgicsw pd NC L |, L8 ool Lol .ous,S oslasuwl Nmap g NMapWin 1 Wé SiuSowl wygs Sl

port sl (LS Aosi 9, NMap Vled SiuSawl wigr Shy pdsl oo a3l ) sl el

nc -v -z host pornum

1 Auwwgio L ne L scanning

o,lous « portnum Sl 5 psnsis b (ol powl Wio) 0 U L (W ip ) ip b host sl

-Z g oy Jwlos wlds> U auls (suss verbose (susy -V ouawgicswo | (bwse L) Wy

paS sw oslaiwl scanning sl el aS sgui s o3lasiwl (sudg

oS S> Yo U ) sbdw,g sy b YIV,T11,190,YA) o,lens a4 S ip oudlgssw S (5,9

nc -v -z 217.66.195.181 1-200
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artawill-1dedm4 [217.66.195.181] 143 (imap) open
artawill-1dedm4 [217.66.195.181] 139 (netbios-ssn) open
artawill-1dedm4 [217.66.195.181] 135 (epmap) open
artawill-1dedm4 [217.66.195.181] 119 (nntp) open
artawill-1dedm4 [217.66.195.181] 80 (http) open
artawill-1dedm4 [217.66.195.181] 53 (domain) open
artawill-1dedm4 [217.66.195.181] 25 (smtp) open
artawill-1dedm4 [217.66.195.181] 21 (ftp) open
artawill-1dedm4 [217.66.195.181] 19 (chargen) open
artawill-1dedm4 [217.66.195.181] 17 (qotd) open
artawill-1dedm4 [217.66.195.181] 13 (daytime) open
artawill-1dedm4 [217.66.195.181] 9 (discard) open
artawill-1dedm4 [217.66.195.181] 7 (echo) open

dlgicse od Ll90ex il aSil 50 9 wulods cowd Jol @ 3T 5l ose aS auucsw
S o pd | 5U e 08 @ byise (sloisl Slagagw

ENUSTVIRVIY NS WWHSVIPE FOWI Y .Y SUWICW PRCST R VIC L) PG RCSOWRK I VOV I VL
\S.>|) Y1+ g A ‘YOLSLQCJ)S.J_. Sy ) LSbJ\L;.o_LuS |J.>p.®)| CllablBleS)iJ))IuAULS\SJ |)

PGS0 puS
nc-v -z 217.66.195.181 25 80 110

A pudles Luwl ne 5l sy Sas,,8 L sasy Slaguw,s s
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PO jasn >

WBO,92 UL 9o

ol 23 3L aS SlaSs Gulsl oS egrits b B )e s puilsice aS oulodw, sl @ OV
58 o Cowl 3 BW,g) Wwd 53 puSw Cuzo By b ol SoS a4 aS s)lul aS el
9 Vs GBoub sl Lgdiod aS Llp> )> wlio SWOLVL; Jio wow)d) 15 395 pogaxo VL) s
LIS Shy bo gmy (05,05 Us,S L8, bl Sy cols gy £10S 18 s obisw sl Ulas
P33 3h |y plaS, by b e,s

yigsolS Ol g, Slaoly aS 23S axgi 1b 3L e U S by aS ol il Sasy Gy
B,e Srw S (Wb 5L 393 @ 93 W) cowl 03,8 5L |, @y Wl 9 03 s
&lg)> pd Uiwdes> aS Jolepimumw wuai paxo 4 (i) Jgwbsw b Jolepiumsw 593 bawgi
0Sos Sdwg o (Jilio 55 oS wai il 505 Aol @S s S3ki g (0139000 @
g 5b il Slaaelyy bowgs

Sg, Slaoly asS 55l ) suso ol ccoawl 5L 0P S Sgy YO wygs aS oS sw (sidy Jlio Ulgic @y
@00 Ol b o393 yigasolS b 51 (sid9 r0 9 0,8 5U L, YO wyey aS 5,15 5929 pols LigasolS Lgl
PS50 o (03,5 5U |y wisr gl aS) ol @l O L p,ls 83lg 5> piS s LIS

2L 800, plas aSiyl o S 5L wer 1l Lb8ley @ Wal L= as sliswe gy Jlow @y V>
S8 5L )

(remote LMol ;95 ol 5l susy) aScis @b 5l Adlgx aS Slaol,y ,a aS wowl il Llg>
SlaSes bli)l S)L3,0 a4 3l aS Slaoly Sy gy S 5L sy 4 b sl guyiws JB
S 5wy aS pban 9 3l (SWBLS H13lesw @y Mio) 5l

vy U plS e b adl) 58 oo oy b Vlgie Slael,y ax sub sl aS ewis 1L
¢ (Vlase>

53> 5> aS telnet ouSisw oslaiwl NC g telnet sSlool a 8l 95 51 LSl Sy
3,5 39dugls 8 awd> asS pd |, NC 9 5,15 39>9 Jolepinwuw

S puiS o3laiwl Olgicso 1,180, 95 ol 5l sS> Vs

: telnet 1 odlaiawl -

Spsangis WU owiS Cuxo YO Wigy b 51 1AL, YY0, VALY o)louis 4 Sl L pudlos 3
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‘telnet 194.225.184.13 25 ‘

S o Ol L YO wyer Ol Burb 5l 9 euwiS o U 1w b5 bli)l asil a2 g
: nc,l oslaiwl -Y

gy LU pouds pll netcat b 1, 18 Olod pudlgz S|

PuS o @ g9, bl S)L80 5l s g

‘nc -v 194.225.184.13 25

PSS o 1Y Uy U
ol 0305w Lo @y LigaolS Wgl 55 g, 2wyl 9 Ulos aS Al pd iuylS 9 wwl daytime Ol ,Sus oL
ol adl 055 Vg UgileMbl b puis Juog yings aS adS hasd aiwl, ,w (s> Vool whgy
5L as 5,8 58 wyer s L Ulgicsw (sadg aS atal, wgisly) cacwl diun W )igu0lS 5l (sduz 9, wigy
(ol
L eiws 95 ol 5l (60 puS Caumo 1A, YY0,VALNY o,locs i 51 VY @iss U pulgssw Vs
PGSO

telnet 194.225.184.13 13

nc -v 194.225.184.13 13
owl daytime aS ey | giwdslee Olgicsw VY sae Sls a wlhgiws ol s all
Lpgi s wlg> 9

11:35:33 AM 10/5/2002
ol 253 4 Vgase wleMbl ol w03, @by 9, yisleMbl 9 pu3,S L18 bl wysr il b aly
2uxo 5igaolS Wgl Lloy JSI al) puiss pwa> | yismolS wgl (sulidle> LS as 5,95 5w

wowl Ul b Ulojod Giuaelbw Ugx wowl Uyl 5> Lols yiguolS ul Jbo Ulgice @, .(auwl

PaiS Gaseo V Oy90 U
Uvhy losi aS (so,d Ug> pSsw Ugowo Wigs 9) wigs il oo «ewl €cho wigs ol ool
P L SyiguolS V s oo Wit i ;9050 gy Ugil | dolod 9 aiS s ausi |, auungiy
LS sw NC L wudi 1AL, YY0, VALY o) lonw
telnet 194.225.184.13 7
nc -v 194.225.184.13 7
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9 A"].OOOIQJ»S L_UlJ a3l Wio Aiw,9 5w u.u._g,ol)._; L')g| PG O (SN D ‘Jol.u)l 6)|)§)4 )'l Ay
LU L vaw plos Sy awuw U awsS ulssol Ugisgs ... Alil000 «pgii swo wlo> ouiz Enter
A pgos S;L Ugouo il U ouds jLasd |, Ctrl+C aoS>

ooy Cdew S5 o wjey ool b 0syS L, Guy
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Mb)l.ﬁ?_; Lal>

Sl VA 9y

G308 9 03,8 s iyl sl ulsl @ wgs ol 3,08 . ausS s finger Wy |, VA w)gy
uSeigr S e 03lgils > bhad Lyyss pd V) cowlosey pwuSuiss Jolepsiwnw yogaso
(cwl oslaiwl LB whgy ol

5l a8 as0pd oslw request S b aliieso bl b puSiiss Jolepinuw Sy, wigr ol sidy
P U BelaS (suigy) dsawd on elaS (,ls account piwww Ul 5y @S olwS
Ug> 9 ,Swsw finger server (S sw U piuw S 3 g, VA Whgy aS Slaol s .(wilossi login
aS V> .S oslaiwl Finger Deamon w,lie 5l Guigicswo amwl GuSaigs Jolepsimmw Gaizo

oaiS 5L bli)l U9l b aigicso locds i 5U i (Sg, VA W )g)

PaiS o VA w90 U
5, oslaiiwl aliue NC g telnet aolyy 95 5l W e L 0s,S s Sl (aslsiso aS gbulod
w9 oS SaJolepiww ploi 5> finger oU a JSus Hl38ley a4 VA wgr 5,90 5>
351 ,8 @ ingsw pisl s lid aoliyy 95 s ogMe aS 51> d9=9 5909 Sl Jele piinw
oS 1,9, bl router2.iums.ac.ir pewl a4 SyiguolS 55 VA Wigs L ple>sw aS auS [o)9
paSsw oslaiwl 1) hu5 Heiws aiw 5l Sy LS ol Sl
telnet router2.iums.ac.ir 79
nc -v router2.iums.ac.ir 79
finger .@router2.iums.ac.ir
9> U9 W Sy31 hgiws (g 0ai paxuine W)gs 0yloats Jol Hgiws 95 5> aS 4GS wés
35S 585 blo)l slaSis wier U gwldl Ulgicsws 9 aicswe 0sleiwl [ S uod Sl khad finger

pginise wlg> Ggiws Skl 5l as 0wS axgi ,3 jgiws ksl 4 Lo

Line User  Host(s) Idle Location
33 tty 33 whgh  Async interface 0
34 tty 34 najahan Async interface 0
35tty 35 sadf  Async interface 0

77




(c) ketabton.com: The Digital Library

36 tty 36 abokho Async interface 0
38 tty 38 whgh  Async interface 0
39 tty 39 bzamani Async interface 0
40 tty 40 saeedmah Async interface 0
41 tty 41 mfaizi Async interface 0
42 tty 42 gourabi Async interface 0
43 tty 43 farhadz Async interface 0
44 tty 44 arbks  Async interface 0
45 tty 45 mhalavi Async interface 0
46 tty 46 farhood Async interface 0
47 tty 47 staavoni Async interface 0
48 tty 48 whgh  Async interface 0
* 66 vty 0 idle 0217.218.84.58
Interface User  Mode Idle Peer Address

U S bl olisw cows 4 VA yg SeS a4 aS sileMbl aS cowl il ppo WSS
(username) 1,31 U, 0gMe dpiwuw ;I o . aiw,90w o) wleMbl ol aS o,ls S)9,w
Jiwlos | ... g Us,S login Y=o 9 cclw 318l (sSslgils pU g pU (aiiso 0ay> Jlio il )5 as
S abss 5l aS wewld username ccowl Sy 9 3,15 39>9 Aied aS S bl Ludssw
w2l 0> ... 9 whghnajahan eowl 0 udCSST o Jbo ol S ccwl dsocis)l [Hlows JSa SO
5,90 5,9 sJg 1wl s9>90 slSI S| . 2l65,S login Lols JIs s abgy o 3131 g 5,05 59>9 ,9,w
Sy hsd Cowd il Sgainswos 03y iwslos (il oasiw syle oSl Ul 5l Lols Js s Ll
aS sl U cawSesw wawS How ool b bloyl )3 beew aS (sl puy ol JId sSlaces S

gy dlgs wolasie piigi (o

€3,95 0w S>> A a wlelbl (i
L legal 5,0, <> s audl) cewl Enumeration J>lo 5l s3> «ws,S finger aS oS gl Jol
wowl UL, S cowd US,S oy (Enum avoMs ,gb @ L Enumeration o,le ;1 jglaio .(sugi®
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ol 5y Sl U oS s ) s,geun 5l cowd S dlgsoso auS 009
Jod a4 (xS aS piSese s b audS oSrw @y aS sy Jie wew)d) sbo Ly cows
ol S username ax Sly g, by,eay ol &S ayl Jlgw V& (1aiS 5L 9 0,950
oy ~aowl 0009l wws au Enumeration L aS cowl syl username (Llg> oS sw
Gl gy 9 9y Sdb; slae a2 9 AuSesw oy wowd a4 Enumeration U Jgl
(0SS0 la=s 9,8l Yiwg)) MiScswo

a4 uidg Linod o aawl ol SlaesSl sw S L akal, > finger Sasy 5,8
L libguest L guest Sas,guuy Abiod puSww >,9>, guest powl 4 wWlSl S,
powl @ s8] 5590 55 sebuweod L0du0 Llg> (BB aS piS sw Lo 9, ... 9 Myguest
ol 5l ol 51 Sy wliwsoe Ygoeo .. 9 puSisw i |, demo >,y demo
o S LS abbgy o 39 US; pwia> aS swgoc S username

Aiiowdcse Ulouly od | Lol (sS5lgilsol g oU finger sa,g,w wasy aS pusS
oslaiwl Wgws,5my Shy wleMbl (l 51 Glizowgs b alawbo L9l 5l was we>
Al 0o digicso (S s

9 S5y Syw Sy 1dlgS a0 Wio aS wwl (s2890 ppo slown adl 9 aSus 5,0, S,
Py piodao aS piScswo finger Sy Jgl alinod o S ol pols wilSl S Sy,
2o 538l (i) paSese E9, 9, L ol A 9 bl 03,55 login Lol> > s 5,8 aS
logout Jslao B,k (susy auin osly Jawlos finger 55 Lol oowl Ul s aS puScsw
(Mool 05,8

I pwisow Uuples g5 U pScsos wgigs WVl aS cowd a5 ppo Slas,,S 4 o5l
ol Jgomo jue S8 @ pudiw; 9 b peei OO G (89 p3)S (a9
PSesw loi> wgily g
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P >

Sl Ao U9
OB g paed bl (sl wlxes) vy Sbis wcwldw,g uispe 51 6o Ar Oy
25 puSise Cwlg>)s 1) Lg axao 9 priise Jog ol 4 4 8y aShl puogi S s
5l A=y aidl) 0,8 w0 9, wleMbl g s Joog sisaolS Lol Ae wjgy A syl L3590 83l9
leMbl aS 16S ds - 03 5w Ugiss Axbo A )Hg0 U 9 LS w0 s 9, Lol wleMbl 38,5

(el HTML &5 Sy Sy wjg0 @ 8l 5>

PaiS o N U9 U
.NC g telnet SoS a4 (g puiS u=xo HiguolS Su A+ OHe U pusdlgs 5w bo V>
LU hotmail.com «ulw Sly Min) ewS 030 A wye U (Jlail) connection a4 3L Jsl
(g
telnet www.hotmail.com 80
nc -v www. hotmail.com 80
9 059 NC ;| oslawl plaroyg aiwod o owS oslawl | YU whgiws 51 oSy L Jgl Gy
gy Adlgs
Ugow ywlauss 9 pSswo Vgl alo> U 9> Med oo owiS Av Wygn b cuxo @ g9 1L V>
paagicso Lo aS (sibgiws (NC @) wuli b A wygr b LIS @9g0 aS auS b Lasy awly
S s LS (g dguiswos sl Giuglos
Enter Ug> Lwies 9 GET / HTTP/1.0 iyl alo> ousl -)
A ye a4 ado> il .5)l> 59>9 alold ccowl GET 5l o aS S/ Wb 95> .auS wds> alold @
s pgicis s wlg> 9 .00y weiu (o,l> header > (s>, aS aSsw
HTTP/1.0 302 Moved Temporarily
Server: Microsoft-11S/5.0
Date: Thu, 05 Dec 2002 12:02:51 GMT
Location: http://Ic2.law5.hotmail.passport.com/cgi-bin/login

X-Cache: MISS from cacheb.neda.net.ir
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